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Abstract

In digital sequential systems that operate over several time steps, a state-transition fault at any time step during the
operation of the system can corrupt its state in a way that renders its future functionality useless. In this paper, we
discuss a methodology for systematically constructing redundant sequential systems whose state is encoded in a way
that allows an external checker to capture transient state-transition faults via checks that are performed periodically.
More specifically, this approach allows the checker to detect and identify errors due to past state-transition faults
based on an analysis of the current, possibly corrupted system state. The motivation for periodic checking stems from
our desire to relax the reliability requirements on the checker, which now operates at slower speeds than the original
system. Our construction of redundant sequential systems makes use of coding techniques that are closely related to
MDS convolutional codes over large alphabets.

1 Protection of Finite-State Machines

In this paper we further analyze embedding techniques that allow nonconcurrent error detection and identification in
finite-state machines (FSMs) [1]. In these schemes, error-detection/identification is performed periodically instead of
every time step, each time detecting and identifying errors due to transient state-transition faults that may have occurred
since the last check. Our goal is to protect complicated computations in modern digital systems whose vulnerability to
so-called “soft” (transient) faults has increased due to greater complexity, higher clock speeds, lower power consumption
requirements and smaller transistor sizes. Our interest in nonconcurrent error detection, identification and correction
stems from our desire to relax the reliability requirements on the error detector/corrector by allowing it to operate at
slower speeds than the rest of the system.

Consider an FSM . with state set QO = {q1,92,...,qn} and input set X = {x,x,...,xy }. Its state g[t] and input x]z]
at time step ¢ specify its next state g[r + 1] via the next-state function

qlt+ 1] = 8(qglt,x[z]) - (1

We assume that function 0 is defined for all pairs in Q x X and we are interested in detecting, identifying and correcting
state-transition faults, i.e., faults that result in the corruption of the state of FSM .¥ at a particular time step.
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In general, the implementation of FSM .% in Eq. (1) as a sequential system will rely on encoding each of its
N states into a binary vector with b bits, where b is an integer satisfying 2° > N (so that there are enough binary
strings to represent all N states). One usually focuses on the case where the state encodings are of minimal length (i.e.,
201 < N < 2% or b = [log, N]), but our discussion can be easily generalized to arbitrary b > [log, N]. Clearly, the
states of the FSM . can be captured by a set of N b-dimensional binary vectors

2,=1{q".¢”,...a™}

that correspond to states {q1,q2,...,qn } respectively. These vectors can certainly be viewed as b-dimensional vectors
with elements in GF(2). One can also view 2; as a set of lower dimensional vectors with elements in a higher dimen-
sional field. More generally, we can think of 2 as d-dimensional vectors with entries in GF(q) where d > [log, N
with g > 2. As we will see, the breakdown of the vector dimensions and the size of the finite field turns out to be an
important factor in the complexity of the redundant implementation and the error-detection/identification mechanism.

For notational convenience, we define the following state transition mappings: for each input x,, € Xy, let Oy, : Z; —
2 be the mapping that defines the state transition functionality under input x,, i.e., &, (qg'i >) = qy) iff g; = 0(q;,xu).
With this notation

q[t+ 1] = 5x[t] (qM) ) (2
where x[f] € Xy is the input at time step #, and q[],q[r + 1] € 2; are the machine states at time steps # and 7 + 1.

2 Embeddings of FSMs

To protect against transient state-transition faults in a given FSM, [1] constructs a larger FSM 7 with an 1-dimensional
state vector &|[¢] with entries in GF (g), where 1 = d +m for some m > 0. Using the notation introduced in the previous
section, the state evolution of 7 can be described by

g[t—i_l]:Ax[t](é[t]) ) 3)

where x[t] € Xy is the input at time step 7, and §[t], [t + 1] € 2y, are the machine states at time steps # and 7 + 1 [2), is
the n-dimensional vector space with entries in GF(q)]. The initial state &[0] and all transition mappings A, (-), x, € X,
are chosen in [1] so that under fault-free conditions the state £ [r] of FSM ¢ for r > 0 provides complete information
about q[t], the state of the original FSM .7, and vice-versa. More specifically, we restrict ourselves to decoding and
encoding mappings that are linear in GF(g), i.e., we require that there exist a d x 1 matrix L and an 1 X d matrix G
[with entries in GF(g)] such that, when &[0] = Gq[0] and under fault-free conditions,

i = L&, ©)
1] = Gqf )

q
&l

for all + > 0. The second constraint implies that error detection, when performed concurrently, can be based on simply
verifying whether the syndrome s[t] = HE|[t] is nonzero (here, H is the m x 1 parity check matrix, i.e., a matrix that
has full row-rank and satisfies HG = 0). Concurrent error correction can be achieved by associating each valid state in
FSM 7 (of the form Gq[-]) with a unique subset of invalid states that get corrected to that particular valid state. The
FSM J# defined in Eq. (3) that satisfies the constraints in Egs. (4) and (5) if properly initialized is called a redundant
implementation for FSM . in Eq. (2).

In this paper we study a class of redundant FSM implementations that were defined in [1]. The proof of the following
theorem can be found in [1].

Theorem 2.1 Let the decoding, encoding and parity check matrices of a redundant implementation 7€ for FSM . be
given by

L=[1 0], G:[Iéi}, H=[ C I,].



FSM ¢ is a redundant implementation for FSM . [i.e., the state of FSM S satisfies the decoding and encoding

input x, € Xy satisfies

Ay, (El1]) = { S, (alf]) © A1z, Calt] DA, &[f]
Co,, (q[]) & (CAp,, CoAn,, C)q[1] & (CAp, ®An, )& |

Q)

where E[t] = [ gr[[tt]] } = Gq[t] under fault-free conditions [here qlt] is a d-dimensional vector (in 2y), &t] is an

m-dimensional vector, and Ay, and Ay, are matrices of appropriate dimensions, all with entries in GF (q)].

Note that the coupling matrices Aleu , X, € Xy, and the redundant dynamics matrices A22Xu , Xy € Xy, are free for us
to choose. Also note that the influence of the coupling and the redundant dynamics on the overall FSM state is restricted
to be linear.

3 Transient State-Transition Faults and Error Propagation

We focus on transient faults, i.e., faults that do not appear on a consistent basis but only manifest themselves with a
certain probability (transient faults are usually caused by glitches due to noise, electromagnetic interference, or envi-
ronmental factors [2]). Since transient state-transition faults are actually harder to deal with than transient faults that
corrupt the output of the FSM, we focus on protecting FSMs against transient state-transition faults. We assume that
a transient fault during the calculation of the next state at time step ¢ causes an erroneous value at exactly one of the
state variables in the next state vector &[r + 1] (in VLSI implementations of digital sequential systems, this will be true
if, for example, FSM 7 is implemented so that the next value of each state variable is calculated by separate hardware
[3]). This restriction is not critical and can easily be relaxed, but is taken into account when comparing costs of different
redundant implementations in later sections of this paper.

To analyze nonconcurrent error detection and identification, we assume (without loss of generality) that the FSM
begins operation with £[0] = Gq[0], and that the first nonconcurrent parity check is performed at the end of time step
L—1 (i.e., at the beginning of time step L). We assume that a total of D transient state-transition faults occur during the
executions of time steps L —ky — 1, L—ky — 1, ..., L—kp — 1, originally corrupting state variables i, i3, ..., ip by initial
additive errors vy, v, ..., vp, respectively. Without loss of generality, we assume that 0 < kp <kp_|; < ... <ky <k <
L — 1. The following theorem is taken from [1].

Theorem 3.1 Let the redundant implementation € for FSM . be constructed as in Theorem 2.1. Assume that a total
of D transient faults take place in the interval [0,L — 1]. More specifically, transient faults occur during the executions
oftime steps 0 < L—k1 —1<L—ky—1<..<L—kp—1<L—1, originally corrupting state variables iy, iy, ..., ip by
initial additive errors vy, vy, ..., vp. Then, the nonconcurrent syndrome s[L] is given by

D L1
SIL] =HE/ L] =) {Vj ( I1 Azzx[ﬂ) He,-/} :

j=1 =L—k;

Clearly, if redundant FSMs are constructed so that each FSM input is associated with the same redundant dynamics
(as given by a matrix Aj,), then the syndrome s[L] = HEf[L] at the end of time step L — 1 (beginning of time step L) will
be

D
s[L) = HEf[L] = ¥ v;AS He;, %

j=1
i.e., the syndrome will be a linear combination of D columns of the m x L1 syndrome matrix
S = [H ApH ALH - AL'H]. (8)

In order to be able to detect D or less errors in the interval [0,L — 1] based on the syndrome s[L], we need all linear
combinations of any subset of D columns of S to be nonzero; to be able to uniquely identify the originally affected



variables (i1, i3, ..., ip), the values by which they were initially corrupted (v, vo, ..., vp) and the time steps during which
the errors took place (L—k; — 1, L—ky — 1, ..., L—kp — 1), we need all linear combinations of any subset of D columns
of S to be different from a linear combination of any other subset of D columns of S. Notice that for the above class
of redundant implementations (i.e., the class in which each FSM input is associated with the same redundant dynamics
matrix Ap;), the m x LN syndrome matrix S in Eq. (8) is the same as the one we had in [4] for nonconcurrent error
detection and identification for LESMs. Therefore, with appropriate choices of H and A, matrix S can be chosen to be
the parity check code of an MDS convolutional code [5, 6, 7].

The following theorem summarizes this observation. The proof is omitted. Note that in the construction below
V(x1,x2,...,x,) is defined as the 2D X r matrix

1 1 1

X1 X2 e Xp

2 2 2

— X X e X

V(-x17-x27"'axr)_ 1 2 r
2D—1 2D—1 2D—1

xX] X5 Xy

with elements in GF(q).
Theorem 3.2 Let the decoding, encoding and parity check matrices of a redundant implementation € for FSM . be
given by

L=[1 0], G:[Ié], H=[ C 1, ]

and assume that the next-state transition mapping under each input x, € Xy satisfies
Ay, (E[f]) = { ‘lex(q[t])@AIZXu Cq[t]@AIZX,, & lr] }
o Cd,,(q(t]) © (CA1a,, CH ApC)qlr] @ (CA 1, ®AR)E ]

for all &[] = [ gr[[tj] ] [here q[t] is a d-dimensional vector (in 2;) and &,[t] is an m-dimensional vector, both with

entries in GF(q)]. Any D or less errors due to transient state-transition faults in the interval [0,L — 1] can be detected
and identified by a parity check at the end of time step L — 1 (beginning of time step L) if the following conditions are
satisfied:

o The number of additional state variables is m = 2D.

e The constants x,x1,X2,...,xy in the specified finite field GF (q) are chosen so that
I xi#xjfor1 <i<j<n;
2. xkx; # xk/xjfor integers k, k' such that 0 <k <k' <L—1.

e The 2D x 2D matrix Ay is of the form
A»n=M"'DM,

where D = diag(1,x,x*,x>,..., x*P~1) and M = V(Xg41,Xd425 -5 X7)-

e The 2D x d matrix C is chosen so that

C= —MflV(xhxz?...,xd) .

As in the construction in [4], the order ¢ of the finite field needs to be chosen to be large enough so that the
first requirement can be satisfied. When the order of GF(q) is small, one can still construct redundant FSMs that are
amenable to nonconcurrent error detection and identification by using a greater number of additional state variables (this
is shown in [6] in the context of BCH convolutional codes). If we modify the choice of matrices in Theorem 3.2, we can



obtain redundant implementations that allow the use of the Peterson-Gorenstein-Zierler (PGZ) algorithm to efficiently
determine the D' errors based on the syndrome s[L] without resorting to an exhaustive search.

As expected, the size of the finite field ¢ turns out to be extremely important in determining the complexity of a
redundant implementation for FSM .. In general, the overhead associated with a particular design for a certain D and
L appears to go down with the size of the original implementation, i.e., the overhead goes down with d. The next section
discusses an example and presents some of the insights obtained via experimental studies.

4 Example and Evaluation

Figure 1: FSM counter with 212 states.

4.1 Example

To illustrate the application of the proposed technique, we consider single error protection for the FSM in Figure 1. This
is a 12-bit up-counter with enable: if the only input x is set to zero, the counter stays in the same state; if x is set to
one the counter increments to the next state, eventually wrapping back to state zero. In terms of our earlier notation
this FSM has two inputs, x; = x and x, = x'. Its state can be encoded using 12 bits, e.g., by simply considering the
binary value of each state: 0 — 00...00, 1 — 00...01,2 — 00...10, etc. Note that one can obtain the next state logic
that implements 0 as a single logic block that receives 13 bits of input (12 bits for the current state and one bit for the
input x) and produces 12 bits of output (that specify the next state). This logic block can be produced and optimized via
numerous methods, however, the actual contents of J are not necessary for our discussion here.

Note that the 12-bit state encoding can be treated as a 3-dimensional vector with elements in GF (16). To ensure that
a single fault corrupts a single variable we might want to produce separate logic for each one of them (i.e., split the logic
that implements & into three portions, each of which takes the same 13 bits of input and produces 4 bits of output'). For
the purposes of this example, we consider single error correction (double error detection) with the length of the check
period being three cycles (i.e., D =1 and L = 3). From Theorem 3.2, we know that single error correction requires a
redundant state encoding with two additional state variables (m = 2). Since we are treating the 12-bit state encoding as a
3-dimensional vector in GF (16), we have a total of five state variables and we need to choose constants x, x1,X2,X3,X4, X5
in GF(16) such that all x*x; for0 <k <2and 1<i<5 are distinct (Theorem 3.2). Clearly, we need at least 3 x5 =15
distinct nonzero numbers and GF(16) is (barely) adequate for the purposes of our construction. For completeness,
the elements of GF(16) are shown in Table 1, including their power, polynomial vector and decimal representation.
Choosing x; = o, x, = o2, x3 =0, xg = a®, X5 = o’ and x = o guarantees that the conditions of Theorem 3.2 are
met for L = 3 (because each term will be a unique power of & with the last term (x?x5) being a'> = a?).

Based on the above choice for constants x,x;,x;,x3,X4, X5, the matrices A, and C in Theorem 3.2 can be calculated

'In other words, the logic blocks that produce the three state variables should not share any hardware.



Power | Polynomial | Vector | Regular || Power | Polynomial Vector | Regular
0 0 0000 0 a | P ra+l 1011 11
a |1 0001 1 a¥ [ o?+1 0101 5
ol o 0010 2 o’ o+ 1010 10
aZ | o? 0100 4 al® [ o +a+l 0111 7
a’ | ad 1000 8 all [P +a’+a 1110 14
at | a+1 0011 3 a? [ oP+a’+a+1 ] 1111 15
o> | +a 0110 6 a® [P +at+1 1101 13
a® | aP+a? 1100 12 a™ | a’+1 1001 9

Table 1: Elements in GF(16).

easily as follows:

M = V(x,xs) [ ;4 o ] ;
Ay = M ldiag(l,0®)M
[ ot 1 0 1
_[(x” a7}{0 a5]{o¢4a
o3
= { of a9 } )
C = M 'V(x,x,x3)

B a2 o 1 1 1
- ol o o a? o
[ &

o ol gl

We can now easily describe the functionality of the redundant implementation: the original machine with next state

transition functionality captured by

q[t +1] = 6, (q[t])

(where q is 12 bits wide and input x[¢] could be either zero or one) is replaced by the redundant machine with state

evolution
Elr+1]=Aq (811,
where |
q1[r] (4 bits)
gl a2bity ]| ¢ bits)
&l = [ E.]1] (8 bits) } = %
érz [I] (4 bits)
and
{ Sy (alt])
Ay = Coy(qft]) © AnCqlt] © An&, 1] |

(note that A, has been set to zero for simplicity).

€))

To illustrate the operation of the redundant machine, consider a scenario where we start in state g; and input sequence
x=1,x=0, x =1 is applied so that under fault-free operation the machine would be traversing from state g, to state
q», state g» and state g3. To be more precise, one should say that the redundant FSM starts in the state that corresponds
to g1 and traverses to the states that correspond to q», q> and g3; the exact fault-free state sequence is illustrated on
the left of Table 2. Suppose that a fault during time step 2 corrupts the third state variable and causes a transition to



Time Step | FF State | FF State Vector | Faulty State | Faulty State Vector
0 1 {0,0,a%|a®, ™} - -
1 2 {0,0,a™|a*, a’} - -
2 2 {0,0,at|a*, a%} 13 {0,0,a o, o}
3 3 {0,0,a*|a’, a’} 14 {0,0,a'Tab, 13}

Table 2: Example illustrating fault-free and faulty operation.

an erroneous state captured by the vector {0,0, '3 |a* &} (instead of the state that corresponds to ¢). Note that the
corruption of the third state variable from o! to o' corresponds in this particular case to the corruption of all four bits
associated with that variable.

During time step 3, the redundant machine evolves according to the input it receives: the part that corresponds to
the state of the original machine traverses from state g3 to g4, and the redundant part propagates the fault according to
Eq. (9) as shown in Table 2. At the end of time step 3, when a check operation is performed, we obtain

(04

sl —mggbl = | & |.

9 8 3
o o o 1 0
The syndrome matrix is constructed using Eq. (8) as

1
4

alO 066 a14 064 062
065 0613 063 Otl 068

065 OCH 0613 067
alO 0612 066 069

(04

o o8 & 1 0
1|

S:[HA22H|A%2H]:{Q7 a? a% o

In this case, it can be seen by inspection of S that the syndrome vector is equal to a'? times the eighth column of S.
Using this information, we can now fill in the parameters of Eq. (7): since the eighth column of S is the third column of
the term A, H, according to the notation of Eq. (7) this corresponds to k; = 1 and i} = 3 with v; = o'2. Therefore, s[3]
has been generated due to an additive error of o/!? affecting the third variable during time step 2. This means the correct
value of the third state variable at time step 2 should have been a:'> © o> = o, which is equal to the fault-free value
shown in Table 2.

4.2 Implementation Overview

From our discussions in the previous sections, it is clear that there are a number of choices when implementing the
redundant machine. Before evaluating this scheme, we first give an overview of the implementation. Recall that the
update of the redundant part reduces (when A, is set to zero for all inputs) to

&l +1] = C3(qlr]) © AnaCqlr] © AnaG 1] -

There are two obvious approaches when implementing this equation: (i) treat &,[t 4 1] as the direct output of a Boolean
function that takes as inputs q[t], &,[¢] and x[¢], or (ii) split [t + 1] into a sequence of operations, taking advantage of the
structure of matrix-vector multiplications. Here, we select the second approach because it leads to smaller overheads.
The resulting implementation is shown in Figure 2 (notice that q has been split into three variables and &, has been split
into two variables).

When splitting the calculation of the redundant part of the next state into three portions, everything but the Cd
portion can be performed as a series of multiplications and additions in GF(q). The multipliers are implemented as
logic blocks, whereas adders are either modulo-q adders (for a field of prime cardinality) or simply XOR gates (for an
extension of GF(2)). The C& portion of the calculation cannot be broken up to prevent propagation of a single error
to multiple variables in the redundant portion. As a final note, recall that the function § must be altered to enforce the
condition that each variable is calculated separately (so that a single error cannot propagate to multiple latches).
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Figure 2: Block implementation of the redundant FSM.

4.3 Results

Figure 3 illustrates the overhead as a function of the size of the original finite-state machine for fields of prime cardinality
as well as fields that are extensions of GF(2). The data is for fixed ¢, C, and Ay, to allow for better comparison.
The FSMs used for comparison were randomly generated to be able to obtain an FSM with any number of states and
representative complexity.”> This graph shows two main trends: (i) the overhead decreases as the size of the FSM
increases; and (ii) using a field that is an extension of GF(2) results in significantly smaller overheads than using a
field of prime cardinality. The general decrease in overhead as FSM size increases can be explained by the fact that
the redundant calculation remains constant (in terms of the number of output bits), while the base FSM is increasing
in complexity. This means that the next state logic from the original FSM will increase in size at a faster rate than that
of the redundant portion (note that the logic in the redundant part is also increasing because the number of its primary
inputs is increasing).

Fields that are extensions of GF(2) appear to be superior to fields with prime cardinality, most likely due to the
simplicity of addition and the C§ calculation. For both types, simulations show that the Cé portion of the calculation
dominates the overhead of the redundant logic, especially as the machine size grows (Figure 4). This is not surprising
because the size of the A&, and A, Cq blocks is constant for fixed choices of Ay, and C. Also, these blocks are simple
to implement when one takes advantage of the structure of matrix-vector multiplication. In addition, the C8 calculation
appears to be simpler to implement in extension fields.

When ¢ increases in number of bits, the overhead increases; this is expected since a larger g allows for a longer
period between checks. However, as seen in Figure 5, for a field of prime cardinality, the relationship is non-monotonic.

2The FSM used in the example is very simple to implement and is not representative of the logic complexity associated with a typical FSM of its
size.
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Figure 3: Overhead for various sizes of FSM for both a field of prime cardinality and field that is an extension field of

GF(2).
0.95
0.9 4
0.85 4
0.8 4
-~ Extension of GF(2)

0.75 -= Prime

% CDelta

0.7 T T T T
0 500 1000 1500 2000 2500

Size

Figure 4: Percentage of overhead due to the C6 block.

S CONCLUSIONS

The real challenge in extending nonconcurrent error detection and identification techniques to FSMs lies in our ability to
add redundancy and effectively model transient state-transition faults in a way that allows us to capture the propagation
of errors in the system. The schemes proposed in this paper are successful in systematically tracking errors, including
errors in the added (redundant) variables. In particular, the encoded FSMs studied in this paper enable the use of
well-known error detection and identification procedures. There are several parameters that need to be appropriately
chosen before these techniques can be applied toward the construction of reliable sequential systems (i.e., window
length L, additional state variables m, finite field size g, number of errors D that can be detected/identified). There are
also a number of interesting practical questions: (i) How can the flexibility in the coupling between the redundant state
variables and the original state variables [given by matrices Ao, in Eq. (6)] be exploited to our advantage? (ii) How can
we design systems that are optimal in terms of minimizing the redundant amount of hardware instead of minimizing the
number of additional state variables? (iii) What other codes can be adopted to this setting and what is the corresponding
choice of redundant dynamics? (iv) If one is only interested in k; (the earliest time step at which a fault took place, as
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Figure 5: Overhead with varying values of g.

would be the case in rollback-based recovery), what type of codes and redundant implementations are appropriate? (v)
What other connections can be made between algebraic systems theory and coding theory [8, 9] in terms of designing
fault-tolerant FSMs? It would also be interesting to investigate these techniques in conjunction with methodologies for
mapping algebraic equations to hardware.
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