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PETRI NET NOTATION I

Places: {Pl, b Pn}
Transitions: {71, 15, ..., T}

Marking: Tokens at each place
Eg., aftj=[210 6"

e Matrix notation for arc weights:

b—i—

bz’_j ij AN
B :p—1T;,, B":T,—P, B=B"-B"
e State (marking) evolution:
qst +1] =qJt] + Bx[t], q>0, x>0 Y,
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FAULT TYPES AND MODELS I

e Place fault: q[t] = qslt] +ep
Place Fault

2 1Firin 2 15
o8 Io o

e Transition fault: q([t] = qs[t]+B e; or q[t] = q,[t] —B*er.

Pr_egonditi on Transition Fault

T2 1.0
1 I 1
DG ® &
I 1 Firing Past-condition Transition Fault
Teoea
O 2 1

1 1
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PROBLEM FORMULATION I

— Underlying DES modeled as Petri net

e Assumptions:

— Unobservable transitions

— Periodically observable place marking

e ODbjective: Based on the (periodically observable) place marking

Non-concurrently identify transition and place faults
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REDUNDANT PETRI NET EMBEDDING I

e Encoded Petri net marking:
Underlying DES

I, (n places, m transitions)
all= | ¢ |al
Redundant
Places
(d places)

e Arc weights given by (C and D are matrices to be designed):

B B~
+_ - _
5~|es b 5 |cs b

e Periodic observability:

qs|N] = aunN| — Bfel + B e, +ep
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FRAMEWORK I

o Parity check: s[N] 2 Pqy[N] = [ -C I, ] q/[N]

P

e s|N| = 0 under no (transition or place) faults

e Design criteria for identification scheme:

— Low complexity
— Small number of redundant places and redundant arc weights

e Main result:  Given a Petri net with m transitions and » places
and using 2k redundant places,

— any k place and any 2k —1 transition faults can be identified

— complexity is O(k*m + kn)
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TRANSITION FAULT IDENTIFICATION I

e Accumulation of transition faults: q¢[N] = q,[N]-Bte;+B e
e Transition fault syndrome:
s|V] = Pqy[N]
B+ B~ _
~-¢ W(a- | oge _p |+ | cpo_p |°)

=D(ej —e;) =Der, where er € Z"
——
er

e Assumptions about transition faults:

: o Sot el —
— No cancellations «—  min{e;, e;} =0

— Up to £ faults — S ek <k
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TRANSITION FAULT IDENTIFICATION (2) I

e Design of matrix D with £ redundant places:

(1 1 1 1 \

1 2 3 m
Dké 1 22modp 32 mod p m? mod p

\1 2F mod p 3* mod p mkmodp)

e Up to k—1 transition faults can be identified
e Complexity is O(k*m)
e Methodology described in Y. Wu and C. N. Hadjicostis, “On solv-

Ing composite power polynomial equations.” Submitted to Mathe-
matics of Computation
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PLACE FAULT IDENTIFICATION I

e Accumulation of place faults: q/[/N] = q,[N] +ep

e Place fault syndrome: sp[N] 2 PqsN]=|-C I, ] ep,

where ep € 7"t

e Assumptions about place faults:

— Up to £ faults «—— Maximum of £ nonzero entries in ep

— Erroneous number of tokens in a place bounded in [—7%1, 1%1]

e Connections to decoding of Reed-Solomon codes in GF(p):

— Natural mapping: e — e (mod p)
— Transformation to systematic form: H = & [ —C Id}

-~/

P
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PLACE FAULT IDENTIFICATION (2) I

e Design of matrix P with 2k redundant places (n = n + 2k):

Q=2 gkl gl \ - ( 1 o o’ a1 \
Q2=2k)  p2(—2k+1)  2(n-1) 1 o2 af o 2(1=1)
1:)21€ _ &3(n—2k) QB(n—2k+1) a3(n—1) 1 053 049 a3(77—1)
\O[Qk:(;]—Qk:) a2k(n.—2k+1) a%(‘n—l) ) \ 1 Oélzk 05.4]{: aék o 2k(n=1) )
N ~ N - _
e Up to k place faults can be identified:
(i) Set s’,|[N| = ®@sp|N| (mod p)
(i1) Apply the Berlekamp-Massey algorithm
e Complexity is O(kn) = O(k* + kn)
/
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SYNTHESIS FOR MIXED FAULTS I

e Fault syndrome:

s[N] 2 Pq;[N]=P(qi[N] — B e} + B er + ep)

=Der + Pep

e Matrix design:

D2 ».D

C'2p.1-C, PPE[-C'I=[C—p-1 1

e Place fault syndrome:

sp=s[N|=[C* Ilep (mod p)

&

sp=®Psp = P|C* Ilep = Hep (mod p)




IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII

-

SYNTHESIS FOR MIXED FAULTS (2) I

e Transition fault syndrome:

sy 2 (s|N] — P*ep)/p = (D*/pler = —Der

e With 2k redundant places, can simultaneously identify:
— Up to 2k —1 transition faults (min{e;, e;} = 0)

— Up to k place faults (Je| < p%l)

e Complexity is O(k*m + kn) = O(k*m + kn)
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Subsystem S,

Redundant Places
for S
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COMPENSATION RULE IN DISTRIBUTED SYSTEMS I

e When the firing of a transition in §; generates tokens in places of Ss:

Choose arc weights: w®@+ = C@!?  (el? > 0)

Parity check: Pq(fQ)[t]:[—C@)* Id](q§>[t]+

_COe? 4w+ — g

e When the firing of a transition in §; consumes tokens from places of S»:

Choose arc weights: w(®- = —C®7el  (e? < 0)

(2)
Parity check: Pq;z)[t]:[—C@)* L)(q;” [t] + _jf(z)])
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B ] O @R

Ty y,— X Ts
 — J— C——
R/l
|2: \ |__llO
O O
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R - P
O] ke
T4 14 T12
—— ——

O M D ﬁé/\
_J/ UP \_/ \_/,

|
F% ‘T5 6 _T6 P7 |‘|T7 F% |_|T8

Example taken from Al-Jaar and Desrochers, “Petri nets in automation and
manufacturing.” In Advances in Automation and Robotics, 1990
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EXAMPLE: SYSTEM DECOMPOSITION

Identify two transition faults and/or one place fault
le’,| < 5 in each subsystem)
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REDUNDANT EMBEDDING FOR SUBSYSTEM 5} |

e Choose prime p = 11, primitive element oo = 2

e Parity check matrix decomposition:

f{—12222324252627 (97 783 98910 (mod 11)
T\ 1 22 2% 96 98 9l0 9l2 gld |\ 4 5 101 310 3 4]0 1

\ . A

4
T
i
g
=

e Matrix design:

1 2 3 4 ~11 —22 33 —44
Wx— _171. —
b H {(12 22 3 42> (mod 11)} (—11 —44 —99 —55)

783 9809 4 38
(W — 11 — _
cr=i (10131034) (1108

— DN
co W
=~ DO
N—
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DISTRIBUTED REDUNDANT EMBEDDING I

e Redundant arc weights:

20 25 41 46
g~ _ pb
cB b (27 54 107 56)

14 30 37 48
cO+gM+ _ p)
21 52 107 56

e Crossing arc weights:

T wilt=cW . (00001 1) = (12)

Ty wi) =—C1*. (00000 —1)" = (3)
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SEQUENCE OF EVENTS AND FAULTS I

~~
]
~—

q; 1] =(100000 4 1) Fault-free
Tr: q'[] =(100011 9 16) Fault-free
Ti: g2 =(010000 3 10) Fault-free
To: q'[3) =(©011000 33 62) Pre-condition at T
Ty: g4 =(010301 29 62) Pycorrupted by +2
Ty q§f1>[5] =(010201 —17 6) Post-condition at 7}
Ty: q'[6] =(010201 -17 6) Fault-free
T : q&l)m =(010201 —17 6) Pre-condition at 773,
Tii: q[§) =(010201 -7 6) Fault-free
Ty: q'[9) =(010201 -17 6) Fault-free
Tv: q']10] =(010201 -17 6) Fault-free
To: q'[11] =(010200 -19 -1) Fault-free
Ty: q'[12] =(010200 -19 1) Post-condition at 7
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DISTRIBUTED FAULT IDENTIFICATION I

e Place fault syndrome:

s[12) = [-C"* L]qy'[12] = (jg) - (g)

e Parity check calculation:

(:2)(5)=()

b Y

e Place fault indicator vector: e%” =[000200]["

e Transition fault syndrome:

12 3 4 (1)__ (1) . (1>* (1) o 2
(1495)eT— (s'V[12] = PYVep’) /11 = |

A\ . 4
-~

D

e Transition fault indicator vector: e(Tl) =0 —-101]*
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CONCLUSIONS I

e With 2k redundant places, we achieve simultaneous identification
(i) Up to 2k — 1 transition faults and
(i1) Up to & place faults

e Easy implementation and low computational complexity

e Extension to distributed settings with enhanced capability
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SEQUENCE OF EVENTS AND FAULTS I
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a/’/ll] =(100000 200+4 200+1) Fault-free
Tr: q'[l] =(100011 20049 200+ 16) Fault-free
Ti: g2 =(010000 200+3 200+ 10) Fault-free
To: q'[3] =(011000 200+33 200+62) Pre-condition at T
Ty: g4 =(010301 200429 200+62) Py corrupted by +2
Ty: g'[s] =(010201 200—17 200+6) Post-condition at 7}
Ty: q'[6] =(010201 200-17 200+6) Fault-free
Tip: q'[7] =(010201 20017 200+6) Pre-condition at T,
Tii: q[§) =(010201 200-17 200+6) Fault-free
Ty: q'[9) =(010201 20017 200+6) Fault-free
Ts: q'[10] =(010201 200-17 200+6) Fault-free
To: q'[11] =(010200 200-19 200 —1) Fault-free
T7 . qﬁfl [12] =(010200 200—19 200 —1) Post-condition at 7%




