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OTIVATION: FAILURE MONITORING IN DISCRETE EVENT SYSTEMS

Failures
/
Complex Discrete Event System - ,/'
A
® Distributed, Parallel ¥ -
® Concurrent and/or Asynchronous
Control ® Heterogenous Components
Inputs, .
Observable State
Events \/' N\‘formation
N Monitor

Distributed ?
Hierarchical ?

Non-Concurrent: State information is not continuously available.

Related previous work:
Diagnosis (Tenekentzis, Lafortune, Benveniste, Kumar, Schwartz, ...)

Concurrent monitoring (Kinney, McCluskey, Leveugle, ...)

\_ Other (system-level diagnosis, testing, ...) )




PETRI NET FUNDAMENTALS AND NOTATION

e Places P (e.g., P, P,, P3, Py, n=4) <«— “Storage locations”
e Transitions T (e.g., Ty, Tb, T3, m = 3) «— “Activity”

e Tokens (denoted by “e”) «—— “Resources”




e Marking (state): gyt =210 6]T
e Arc weights assembled in matrices B~ : P — Tand BT : T — P

011 200 2 1 1
100 010 A 1 -1 0
B = B - B=B'-B =
100 | 001 | 10 -1
00 1 100 -1 0 1

e State evolution: qslt + 1] = qslt] + Bx[t], qs>0, x>0
x|t] € N denotes the firing vector (activity at time epoch t)

/




FAuLT MODEL

e Place fault: q¢lt] = qslt] +ep, ep=cU,,
Place Fault
e Transition fault: qs[t] = qs[t|—B*e;, e; =
Pre-condition
9 2 I ®
1 1
®
'>I<: Fire Post-condition
2 ‘i“*
1 1

Transmon Fault

1 <1<n




MONITORING USING SEPARATE REDUNDANT EMBEDDINGS

\

Petri Net Embedding

DES
(n places)
Monitor
(d places)
. L,
e Enforced encoding: qnlt] = [ C ] qslt]
e Evolution:
B* B~
qult + 1] = qplt] + [CB*—D] x[t] — [CB—D] x|t]
B+ B-




SYNDROME CALCULATIONS

e Parity check: s|t] 2 Pqy[t] where P = | —C 1, |

e s[t] is zero if no fault (because Pault] = [~C 1] ([ u ] a [t]))

e With faults, s|t| = Der — Ce,

er € Z" indicator vector for transition faults (m-dimensional)

e, € Z" indicator vector for plant place faults (n-dimensional)

e Objective: Design C and D so that

Based on s[N| detect /identify multiple
transition and/or place faults during [0, N]




IDENTIFYING UP TO k PLACE FAULTS

e [irror syndrome

sIN]=Pay[N] = [ —C 1, | [aslV] +

:—Cep

e Assumption: No faults in monitoring places

e Choose C so that up to k place faults can be detected /identified
(2) = Any 2k columns of C must be linearly independent
(2¢) = C must have at least 2k rows

(ii) = k <!




IDENTIFYING UP TO k PLACE FAULTS (2)

N

e Matrix design: Vandermonde matrix in GF(p)

(1 2 3 . om )

1 2?modp 3?modp ... n?modp

|| >

1 22modp 3Fmodp ... n?modp

\1 22 mod p 3* mod p ... n%modp)
e Up to k place faults are identifiable if p > n
e [dentification methodology: BCH decoding algorithm

e Worst-case complexity for identification: O(kn + k%)




IDENTIFYING UP TO k£ TRANSITION FAULTS

N

e Error syndrome

sIN] = Pay[N] = | ~C I, | (@[N] + B e" — B7e")

e Assumptions:
1. Total number of transition faults less than k: > ", ey < k

2. No cancellations: min{es, er} =0

e Choose D so that up to k transition faults can be detected /identified




IDENTIFYING UP TO k TRANSITION FAULTS (2)

e Matrix design: Vandermonde matrix in GF'(p)

(11 1. 1\

2 3 m
1 2°modp 3°modp ... m?mod p

||>

\1 2¥ mod p 3* mod p ... mkmodp)
e Up to k transition faults are identifiable if p > m

e [dentification methodology: Novel decoding algorithm

e Worst-case complexity for identification: O(k*m)




SYNTHESIS FOR MIXED FAULTS

e Choose p > max(m,n), choose matrices

C* =pC,. , D" =Dy,

e Lirror syndrome
s|N| = Pq[N| = D"er — C’ep
e Transition fault syndrome

A *
st = Pqs[N] =D"er (mod p)

e Place fault syndrome

sp 2 (Der —s)/p = (C*/plep = Cep




MATRIX DESIGN SUMMARY

(1 1 1 1 \
N 1 2 3 m
D=1 2°modp 3*modp ... m?’modp
Kl 22T mod p 3%* T modp ... m?~! modp)
12 T
1 22modp 3*°modp ... n?modp
o=

pl 1 22modp 3Fmodp ... ndmodp

Kl 22k mod p 3* modp ... nzk’modp)

Note: p is a prime number larger than both m and n




EXAMPLE: THREE MACHINES AND THREE ROBOTS

e Goal: Identify up to two transition faults and/or one place fault
e Example: Borrowed from Al-Jaar and Desrochers book

em=12n=18=p=19




PARAMETER DESIGN

e Matrix design (with p = 19)

1 2 3 4 5 6 7 8 9 10 11 12
D* = (mod 19)
12 22 32 42 52 62 72 82 92 10% 117 122

1234 56 7 89 10 11 12
14916 6 17 11 7 5 5 7 11

12 3 4 5 6 7 &8 9 10 11 12 13 14 15 16 17 18
C"'=19 (mod 19)
12 22 32 42 5% 6% 72 8 9% 10% 11% 12% 13* 14% 15% 16* 17* 182

(19 38 57 76 95 114 133 152 171 190 209 228 247 266 285 304 323 342
~\ 19 76 171 304 114 323 209 133 95 95 133 209 323 114 304 171 76 19

e [nitial marking

:(100000101000000010646399)T




MONITOR CONSTRUCTION

D

’




FAULT DETECTION AND IDENTIFICATION

e iring sequence, faults and state evolution

100000011000100111 1558 836)", qf[l] = qul[l]
Ty : qf|2 010000011000000011 1026 399)", qy[2] = qun[2]
713 011000011000000001 1081 566)7, Pre-condition fault at T

T7 - qgl] = (
2] = (
3] = (
Ts: qf4=(011010001000000001 1024 547)T
[5] = (
[6] = (

&3
0

k) 010110201000001111 1955 1231)T, Py corrupted by + 2
Ty : qfl6 010110200000000111 1185 761)7, Post-condition fault at Ty

&3
0

* Resulting syndrome  sfe] = [-C Llqle] = (ii)

e 'Transition fault identification

7
DeT—s[6]—( ) — er=Uyg— Uy
1

e Place fault identification

Cep = (Dey — s[6])/p = ( i:i: E_ii; ) /19 = ( ;;1 ) =2C(;,7) = ep =2U;




CONCLUSIONS

e Contribution:
Fault detection and identification in discrete event systems

using algebraic decoding techniques

e Highlights:

— Non-concurrency

— Multiple additive/mixed faults

e Remaining question: Complexity trade-oft




TRANSITION FAULT IDENTIFICATION ALGORITHM (1)

e 'Transition fault identification
4

€1 +e€9 +...+e =95

e1r1 +ears +...+erxrr =9

I\

e1rt +eaxs + ...+ epri =5,

elzc]f +62x’§ +...+ ekxg =5,
\

e Unknowns:

e; € {—1,0,1}, i=1,2,....k
z; € GF(p), i=1,2,... .k

e [dentifiability: Equation array has at most one solution if & < p




-

e Fquation array

r1 +x0 +... +x, = 5]
< 2 a5 +... +22 =5,
| 7] try . T =5,
. A
o Definition Ar(w1, 2o, ..., 20) = (=1) D0 cj cipe ciocp TiTiy - - -
e Newton's identity
S 1 0 .0 0
1 So 51 2 0 0
A =—
7!
ST—l ST—2 ST—3 . Sl T—1
ST ST—l ST—2 . S2 Sl

e Solution




e Decomposition

( A
1 +ry +... +x; =51 +rip1 +... +xp =51+ 1)

A
] 4x5 +... 4+xF =Sy +at, +... 417 =S+ T

—
s
8

CEN
T
°
8

S

I
5
=
T
8
¥
T
+
8
™5
|| >
N
=
T
=

L X

e Observation

Nj(z1,29,...,2;) =0, j=i+1,...,k

e Resulting equation array

S1+ T 1 ... 0 0
Sy + T S1+ T, .. 0 0
=0, j=i+1,...,k
Sici+ T2 Sjo+Ti9 ... S1+1T1 j—1
S+ T Sic1+Tj—y ... So+Ty S1+Th




~

TRANSITION FAULT IDENTIFICATION ALGORITHM (2)

Proposition (Algorithmic key)
Si+T 1 0 0
S2+T2 51+T1 ... 0 0

ST—1+TT—1 Sr—2+Tr—2 Sl+T1 r—1
ST+TT Sr—1+Tr—1 S2+T2 Sl‘|’T1

S 1 ... 00 T 1 .. 00
. Sy S ... 0 0 T T ... 00
/r. . . . .
- Sz'_l SZ'_Q ce Sl 1—1 Tr—i—l TT_Z'_Q ce T1 r—i—1
Sz' Si—l NN SQ Sl Tr—i Tr—i—l . TQ T1




