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TALK OUTLINE

e Monitoring discrete event systems

e Petri net modeling of line failures

e [ailure detection and identification

e Conclusions and future work




MONITORING DISCRETE EVENT SYSTEMS
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e Communication cost, monitoring complexity
e Fault coverage, identification algorithm

e Examples: Power systems, manufacturing systems, networked processors, etc.
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DESIRABLE FEATURES

Monitor design:
e Simplicity /
e Fault coverage, systematic failure identification 1/

e Robustness to erroneous/missing information 4/

Optimality Criteria:

e Minimal communication cost, hardware overhead X

Other Considerations:

e Distributed and/or hierarchical x

e Concurrent v.s. non-concurrent X




PETRI NET MODELS
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Interpretation depends on underlying DES:

e Tokens: System resources, acknowledgments, packets

e Places: Buffers, storage locations, preconditions, postconditions

\_ e Transitions: Events, actions, processors, servers, machinery -




CONCURRENT MONITORING USING LINEAR CHECKS
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SYNDROME-BASED DETECTION AND IDENTIFICATION OF FAILURES

~

e Additive error model: q;[k] = qu[k]| + €;
where qy|k] is the fault-free state

e Parity check / Syndrome generation:

slk] = | —C 1| qy[k] = Pey

e Single Error Detection: Choose C so that syndromes are non-zero
e Single Error Identification: Choose C so that syndromes are unique

e Multiple Errors: Applications of linear algebra and coding theory




PETRI NET MODELING OF LINE FAILURES
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e Transition f,; models failure in line a—b
e Primary protection: Relay Ry, and circuit breaker C'By,

e Secondary protection: Relays Ry,, [y, and circuit breakers C'By,, C' By,




PETRI NET MODELING OF LINE FAILURES (2)
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IMPLICATIONS TO MONITOR DESIGN

-

Monitor

i i Enforce Invariant condition:

Petri Net State q[K] N amlk] = Cqslk]
(Power System) i i

i E i qs[-] has dimension 7

Transition Activity i O i Q|| has dimension 4
(Relay Information) i > i
""""""""""""""""""""""" g
|
Additional | 1t GnlK] _ |
Places N i
|

e No transition information from f,; implies CB(:;1) =0

e Unique syndrome slk] = { —C 14 ] ey for each combination of failures

e e; needs to be specified for different failures f




MONITOR DESIGN
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SYNDROMES FOR DIFFERENT FAILURES

1. Line Failure f,:
Faulty State: qy,[k] = qu[k] + e

Syndrome: sy, [k] = Pqy,[k] = —C(;, 1)

2. Misfiring of Circuit Breakers f, :

0

Faulty State: af, k] = an[k] + CB

thj — eij

Syndrome: S, k| = qubj k] =(CB)(;,j+1)+C(;,5+1)
3. Erroneous/Missing Reports from Circuit Breakers fcp, :
Faulty State: qf., [k] = qnlk] + ecs,

Syndrome: sc¢p, k| = Pqslk] = FC(:, ¢+ 4)




CONCLUSIONS

Power System Monitoring Schemes:

e Systematic identification, simple design
e Automatic recognition of necessary acknowledgments and communication links
e Robustness to information losses due to communication failures

e Connections with linear algebra and coding

Future work:

e Minimize connections, communication cost, monitor size, etc.
e Hierarchical and/or distributed schemes
e Applications to manufacturing systems, communication protocols

e [irror recovery




