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Abstract

The promise of middleware is to enable integration
and evolution of complex systems dynamically. In de-
manding domains such as wireless control networks, ful-
filling this promise while maintaining complete general-
ity is extremely complicated. Understanding and exploit-
ing the forcing functions of a domain helps manage this
complezity by avoiding redundant generalizations. Do-
mainware exploits this technique and adopts a simpler ar-
chitecture to support more important non-functional re-
quirements effectively.

This paper presents Etherware, a Domainware for
wireless control networks. Capitalizing on our develop-
ment of a fairly complex control system testbed, com-
monly supported yet redundant generalizations are iden-
tified and eliminated. The resulting architecture is sim-
ple, and can support o wide range of trade-offs that can
be manipulated easily at run-time. This is illustrated by
showing how the performance of Control Time Protocol
(CTP), an Etherware service, is optimized by the addi-
tional options available in Etherware.

1. Introduction

The fundamental philosophy of middleware is flex-
ibility. An application with a static configuration is
suitably served by custom solutions. These include ap-
plication frameworks that are tailored to the applica-
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tion, and represent fixed architectural trade-offs. Mid-
dleware is more general; it enables these trade-offs to
be manipulated during system integration, and even
at run-time. To illustrate, during the development of a
large distributed business application, the security set-
tings may be lowered to provide developers complete
access to implement and test various parts of the appli-
cation. During deployment, however, security settings
may have to be upgraded. A good middleware should
support such upgrades without having to reconfigure
the system or restart it.

A key trade-off attends the development of middle-
ware. General purpose middleware supports more func-
tionality while sacrificing some domain specific and
non-functional requirements. Support for more func-
tionality tends to increase the complexity of the mid-
dleware, making it harder to support the specific needs
of applications in demanding domains. For instance, in
real-time control applications, the key non-functional
requirements are real-time guarantees, fault tolerance
and security. It is very hard to address these require-
ments with a complex general purpose middleware
that also supports applications in demanding domains
such as wireless control networks. It is appropriate to
sacrifice some generality to refine the middleware for
such domains. Real-Time CORBA [19] and Minimum
CORBA [17] are good examples that exemplify this
methodology.

Real-Time CORBA is the specialization of CORBA
for real-time applications. An implicit assumption in
the specification of RT CORBA, is that communication
overheads are tolerable by applications. Hence, most
of the specification deals with models for scheduling
threads and providing real-time guarantees on a single
node. For example, the notion of a distributable thread
relies heavily on good and reliable communication to
avoid deadlocks. In wireless networks, however, com-
munication delays are unpredictable and packet losses
are higher. Further, most control applications have con-
trollers operating physical systems that need periodic



control updates. Hence, a controller cannot depend on
remote sensor updates with unpredictable delays. In
fact, controllers may use state estimation techniques
that are robust to losses in sensor updates. Much more
important for state estimation and robust control is
low delay. Feedback must be available to controllers as
soon as possible.

Wireless control applications need the ability to
trade off reliability for low delay - an aspect not ad-
dressed in the RT CORBA specification. This is a key
requirement, as the main determinant of good perfor-
mance for such applications is communication delay.
Support for this could be added as another feature in
RT CORBA. But adding these features to RI' CORBA
would be an unnecessary overhead for most of its cur-
rent applications. In fact, further support for key fea-
tures such as fault tolerance becomes even more com-
plicated, since implementations would then have to be
efficient as well as easy to use for embedded, wired,
and wireless control. Reference [8] considers some of the
other issues that need to be addressed in RT CORBA.

We believe that the identification of forcing func-
tions is the key to answer the above challenge of
domain-based-specialization and extension of middle-
ware. We define a forcing function as a characteris-
tic of an application domain that must be addressed
by any application level solution. For example, control
applications operating on wireless networks are con-
strained by lossy links and unpredictable delays. Even
with dedicated optimizations, real time guarantees are
very hard if not impossible to support. Hence, the ap-
plication itself is forced to address this issue by incor-
porating complex control laws and good state estima-
tors that adapt to network conditions.

Domainware is middleware that exploits application
functionality already imposed by the forcing functions
of their domain. In wireless control networks, delay
and bandwidth characteristics of communication chan-
nels have high variability. Applications are forced to
use good state estimation to cope with this. In fact,
they are also forced to have default safe states to cope
with the loss of a large sequence of updates due to
bad channel conditions. For example, airplanes flying
in auto-pilot mode are controlled by GPS and a local
Inertial Navigation System (INS). INS is used for con-
trolling the airplane, but its reference point drifts and
GPS is used to correct it periodically. However, if com-
munication with the GPS system is lost, then the de-
fault mode is to fly using INS. The key point is that
airplanes, and in general most controllers using wire-
less networks, are designed to handle bad channel con-
ditions. Domainware exploits this by relaxing its own
requirements and has a much simpler architecture. As

Figure 1. A Wireless Control Network Testbed

individual components are fail-safe, non-functional re-
quirements such as fault tolerance and system evolu-
tion are addressed in a much simpler way.

We have developed a wireless control network
testbed in the IT Convergence Lab [2] at the Uni-
versity of Illinois, and based on this experience we
have developed Etherware, a Domainware for wire-
less control networks. Section 2 presents the wire-
less control network testbed that we have studied, and
lists the requirements that a middleware for this do-
main must support. Section 3 presents Etherware and
describes how this supports these requirements. We il-
lustrate the use of forcing functions on Control Time
Protocol (CTP), an Etherware service, and a typi-
cal application for wireless control networks. CTP
and its operation are presented in detail in Sec-
tion 4, and Section 5 demonstrates how the method
of forcing functions has been applied in Etherware ef-
fectively. Section 6 presents some related work and
Section 7 concludes.

2. The Testbed and its Requirements

This section describes the traffic control system that
we are developing as an example application of the con-
vergence of control with communication and computa-
tion [2]. Figure 1 illustrates the system consisting of a
fleet cars and Figure 2 shows a preliminary implemen-
tation of this system.

Each car is controlled by a model predictive con-
troller [9] operating on its dedicated laptop issuing up
to 20 controls per second. The controls used to drive
the car are speed and direction. The controller gets its
trajectory from a Traffic Scheduler that runs a path
planning algorithm called “Trajector” [11]. The con-
trollers may also track neighboring cars to avoid colli-
sions, which the Trajector cannot handle due to lower
operating frequency.

Feedback is provided by ceiling mounted cameras
that track the cars by their color coded tops. Vision
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Figure 2. A preliminary implementation of the
Traffic system

feed from the cameras is processed by image proces-
sors to determine the position and orientation of cars.
A data server running on another laptop collects this
information and serves it as feedback to the car con-
trollers and the trajector.

We have tested scenarios with up to eight cars oper-
ating simultaneously on the track and closely following
pre-specified trajectories in well behaved traffic scenar-
ios. Other demonstrated scenarios include pursuit eva-
sion, a leader follower configuration where a set of soft-
ware controlled cars follow a manually controlled car,
and an automatic collision avoidance system.

Based on this implementation and scenarios stud-
ied, we have developed the following list of require-
ments for middleware supporting wireless control net-
works.

e Operational Requirements: The middle-
ware must support basic requirements such
as distributed operation and location indepen-
dence. Most of the communication is from sensors
to controllers, and between higher level con-
trollers and lower level controllers. All such
communication is asynchronous and can toler-
ate some loss of updates. Semantic profiling of
addressable components saves a lot of system con-
figuration effort. For example, if a car knows its
location to be (24,48), it should be able to di-
rectly connect to a vision server covering these
coordinates. Support for implementing compo-
nents as single threaded code is very useful for ease
of development, testing, and upgrades.

¢ Management Requirements: Detailed, pro-
grammable interfaces are required during startup
to ensure that all parts of the system are brought
up correctly. System evolution requires the abil-

ity to update or migrate components at run-time.
Run time updates allow changing controllers to re-
spond to varying system conditions, and compo-
nent migration optimizes the system to reduce
communication and computational loads.

e Non-functional Requirements: Robustness is a
fundamental requirement. Component failures and
restarts must be contained and their effect on the
overall system should be minimized. As shown in
Section 4, path delay characterization is useful for
delay critical control loops, and minimal delay for
delivery of updates is essential. Algorithms should
have good scalability. Security is a key requirement
and the system must be protected from misbehav-
ing or malignant components.

In the following section, we illustrate how we seek
to address these requirements in the current version of
Etherware.

3. Etherware

This section presents Etherware, our Domainware
for wireless control networks.

3.1. Architecture design considerations

Based on the preliminary implementation of our
testbed, we have determined that the key forcing func-
tions for our system, and wireless control networks in
general, are lossy channels and instability due to de-
lays. TCP connections tend to back-off due to losses
and sometimes one connection ends up capturing the
channel while others are blocked out. In the preliminary
implementation we used UDP connections to communi-
cate sensor updates. Link level retransmissions provide
sufficient reliability, and UDP optimizes delay as best
as can be done at the application level. Further, our
controllers read in updates only between successive it-
erations of control loops, and any update received dur-
ing an iteration is simply buffered. In fact, we can use
this feature to make the controllers single-threaded and
buffer updates in the middleware. The key point is that
controllers operate best with asynchronous event based
communication semantics.

Another key point is that controllers in wireless con-
trol networks are forced to use state estimators, and
have default modes when a large sequence of updates
are lost. However, there may still be need for com-
munication such as infrequent path planning updates,
where reliable in-order delivery is necessary. Hence,
controllers must be able to trade off reliability for low
delay. Since this is a key feature that affects system
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Figure 3. Programming Model in Etherware

performance, Etherware incorporates it as a basic de-
sign principle. In fact, the common case of almost reli-
able low delay communication is the optimized mode.

Fault tolerance requires the ability to restart appli-
cation components when they fail. System evolution
requires the ability to update and migrate application
components. Both of these require a simple and uni-
form way to externalize application state so that it
can be check-pointed for the above operations. Also,
this must be done in an application aware fashion so
that the instabilities are minimized. Etherware sup-
ports this as a basic architectural precept.

3.2. Programming Model

Most applications on a wireless control network are
developed as a set of communicating components. A
typical component has connections as shown in Fig-
ure 3(a). A component encapsulates a control law that
models some aspect of the system, such as sensing, ac-
tuation or control. A component such as a car con-
troller participates in a control hierarchy. It takes in-
puts from a “higher level” component such as a tra-

jector, and controls a “lower level” component such as
an actuator. A component also participates in a data
flow. For example, car controllers obtain vision inputs
from sensors. As noted in Section 2, most of this com-
munication is asynchronous, and requires minimal de-
lay even at the cost of some loss of updates.

The programming model for components in Ether-
ware is based on the above description. A component in
the Etherware is called an EventHandler. Every Even-
tHandler has the template shown in Figure 3(b). This
template is composed of a set of design patterns from
[10]. As prescribed by the forcing functions discussed
in Section 3.1, an EventHandler communicates with
the rest of the system through asynchronous messages
called FEvents. The Facade is a uniform interface for ex-
change of events. For system evolution, we need the
ability to replace one control law in an EventHandler
by another, at runtime. For this, objects implement-
ing control laws must operate across the same inter-
face. This employs the Strategy pattern. While replac-
ing control laws, we must be able to communicate the
accumulated state between objects, which is a prob-
lem addressed by the Memento pattern.

An EventHandler can be active or passive. A passive
EventHandler blocks to receive events from other Even-
tHandlers. Actuators are passive. Most sensors and
controllers can also be implemented as passive Even-
tHandlers and activated using periodic “tick” events.
Active EventHandlers are multi-threaded, with one
thread blocking to receive events, and other threads
processing and generating events asynchronously.

Events are well formed XML [21] documents that
can be created and manipulated using a hierarchy of
Event classes. Each event has a profile and a content
tag. The profile is a semantic description used to ad-
dress the recipient of the event. EventHandlers have
globally unique ids which can also be used for address-
ing. The content tag has the contents of the event.

By default, events are delivered reliably and in or-
der. Since a lot of the application code usually ad-
dresses system setup, configuration, and management,
reliable in-order delivery is key for such communica-
tion. However, the application components that per-
form most of the communication, benefit greatly from
the ability to trade-off between reliability and low de-
lays. To support this, EventHandlers can set up Fvent-
Pipes to send a stream of events. These EventPipes
have globally unique ids and properties that specify
how the events in the pipe are to be delivered. Possi-
ble specifications for delivery of events include best ef-
fort, in-order delivery with some losses, delivery with
statistical guarantees, etc. EventPipes can have addi-
tional Taps that allow other EventHandlers to “filter”
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events. For example, if there is an EventPipe between
a sensor and a controller, but the data in the stream of
events generated by the sensor has a lot of noise, then
a filter can be added at runtime, using a Tap, to re-
duce this noise.

3.3. Etherware Architecture

Figure 4 illustrates the basic architecture of Ether-
ware. Each EventHandler is encapsulated in a Shell
that maintains EventHandler specific information and
is its interface to the rest of the system.

The design is based on the micro-kernel concept used
in operating systems [7]. The Kernel implements ba-
sic functionality for delivering events, managing Even-
tHandlers, and has a Scheduler to schedule their op-
eration. The Kernel delivers local events between the
EventHandlers that it manages. All other Etherware
services are implemented as EventHandlers. This per-
mits these services to also be replaced, restarted and
manipulated as EventHandlers. The Kernel also ex-
poses a service management interface that provides re-
flection [15].

We consider three of the basic services provided in
Etherware, and useful in most applications.

e The Profiler is like a name service and maintains
registered profiles of EventHandlers.

e The RemoteBus sends and receives events from
remote EventHandlers. It hides network specific
information such as IP addresses from the rest of
Etherware.

e The Ticker is intended to have the only ac-
tive thread in Etherware, apart from threads that
block on sockets in the RemoteBus. Other Even-
tHandlers that need to be awakened periodically,
such as fixed rate controllers, can register with the
Ticker to receive periodic “tick” events.

We now consider how the requirements outlined in
Section 2 are addressed in Etherware. Operational re-
quirements such as distributed operation, location in-
dependence, and semantic profiling, are supported by

profiles and globally unique ids of EventHandlers. All
events are sent and received asynchronously. The de-
lay vs. reliability trade-off can be tuned at run-time
using configurable EventPipes. Path delay character-
ization is provided as an Etherware service. Man-
agement requirements are addressed by migration of
EventHandlers, and reflection in the Etherware Ker-
nel. Architectures and services for non-functional re-
quirements such as robustness and security are tied to
the ongoing implementation of our traffic system us-
ing Etherware.

3.4. Implementation issues

Etherware has been implemented on the Java 2 plat-
form Standard Edition [4], for platform independence.
As noted in Section 3.2, events are XML documents.
This enables the definition of the Service Interface of
an EventHandler that describes the set of events it ac-
cepts, and specifies the formats of these events using
document type declarations (DTDs). This also allows
EventHandlers to “learn” to talk to each other at run
time by looking up respective Service Interfaces that
are defined using a common ontology. Taps and filters
can be used to implement the kind of functionality pro-
vided by Aspect-Oriented Software Development [1].

4. Control Time Protocol

This section describes the Control Time Protocol
(CTP), a time-stamp translation service we have de-
veloped in Etherware.

4.1. Need for time-stamping

In networked control systems, updates convey the
sampled state of a system as feedback from sensors
to controllers. Delaying delivery of feedback samples
in a control loop can cause an otherwise stable sys-
tem to become unstable. However, when updates are
timestamped, a controller can still use state estimation
techniques to extrapolate the current state of the sys-
tem.

Figure 5 illustrates how delays affect the stability
of a car controller. The dotted line indicates the car’s
trajectory when the delay was unknown to the con-
troller. The solid line indicates the recovery and the
resulting stability of the trajectory when the delay was
made known through timestamps. When the delay is
not known, we see the onset of instability at a delay
of about 300ms. Instability onset in the known delay
case did not occur until the delay reached 800ms. By
time-stamping updates, we see that this system can re-
main stable for an additional 500ms of delay.
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4.2. Control Time Protocol

Time-stamping poses several challenges in a dis-
tributed environment. Distributed sensors and con-
trollers usually do not have access to the same clock.
Hence, timestamps created at a sensor must be trans-
lated somehow into the time reference of the controller.
CTP is an Etherware service that automatically times-
tamps all events and performs necessary translations.

Figure 6 shows the periodically exchanged messages
in CTP. Assuming symmetric delays, as in NTP [5], the
remote ping time ¢, is aligned with the midpoint be-

tween the send time ¢4, and receive time ¢, on the local
node. If the delays are indeed symmetric, the algorithm
gives exact estimates. If the delays are asymmetric or
noisy, the error is still less than half the round-trip de-
lay time.

CTP uses a windowed least-squares approach [12],
to compute a best-fit line representing the skew and
offset between the nodes. The relationship is given by
tremote = O tiocal + B. Note that this is done on a pair-
wise basis between all communicating nodes.

4.3. Effects of delay on CTP

From the above discussion, we can see that the offset
computations used in CTP may be in error when the
delays are asymmetric. However, the error is bounded
by the round trip time, and hence low round trip times
are desirable. Because clocks are almost linear, CTP is
hardly affected by a few lost updates. As seen in the
next section, CTP is better served by a lower average
delay at the expense of a few lost updates.

5. Evaluation

This section demonstrates how the forcing functions
of wireless control networks have been effectively ex-
ploited in Etherware. We present a comparison of the
performance of Etherware with two widely available
implementations of CORBA - ROFES 0.3b [6] and
JacORB 2.0[3]. ROFES supports part of the Real-
Time CORBA 1.1 specification [18] and the Mini-
mum CORBA specification [17]. JacORB supports the
CORBA 3.0 specification.

We implemented and executed CTP on Etherware,
ROFES and JacORB. A reference implementation in
Java using sockets was used as the baseline. The con-
figuration was basically a client pinging a server at a
frequency of 10 Hz. The time line for this is as shown
in Figure 6. The client periodically sent pings to the
server which responded with a time-stamp ¢,. Each
ping packet and its response had about 1500 bytes of
“payload” data to simulate actual packets in the sys-
tem. At run time, only time stamps were collected and
recorded in log files. The CTP estimation algorithm
was run offline on the accumulated log files. Hence the
delays in the experiments were mainly due to overhead
of the middleware and its communication protocols.

We considered three scenarios for connecting the
client and server - a wired network, an ad hoc wireless
network (single hop), and a wireless network in base-
station mode (two hops). The base-station mode is a
fairly standard configuration for IEEE 802.11 wireless
networks. The wired network was a 10 Mbps Ethernet.



Min | Mean | Std Dev | Median
Java 0 0.2258 1.1026 0
JacORB 1 2.6532 2.1488 2
ROFES 0 5.3765 4332 3
Etherware | 14 | 17.4990 | 1.3575 18

Table 1. Round trip time statistics for wired link

Min | Mean | Std Dev | Median
Java 1 13.1169 | 12.9551 8
JacORB 16 | 29.6037 | 9.3428 28
ROFES 16 | 38.7757 | 11.9378 38
Etherware | 17 | 28.9885 | 11.0453 25

Table 2. Round trip time statistics for wireless
link (one hop)

The IEEE 802.11 wireless networks used Cisco Aironet
350 series cards. The base station was an ORINOCO
AP-1000 access point. All code was executed on Pen-
tium ITT machines with Red Hat Linux 9.0 as the oper-
ating system. The wired networks were isolated LANS,
but each wireless network scenario had cross traffic
from the other scenario, neighboring labs, and the cam-
pus network.

Tables 1, 2, and 3 show round-trip time statistics
for the three scenarios considered. According to Fig-
ure 6, the round-trip time for each ping is given by
rtt = t, — tg. Table 1 illustrates the overhead in the
implementations of the middleware. The high mean
delay for Etherware is mainly due to a preliminary
sub-optimal implementation. This also includes over-
heads due to multi-threading and processing of events
which are essentially XML documents. Hence the re-
maining comparisons clearly favor the CORBA imple-
mentations. In the one-hop wireless link case of Table
2, we see that the three implementations have compa-
rable minimum delays, while Etherware has the lowest
mean delay. This is further accentuated in the base-
station case of Table 3. These statistics show how the

Min | Mean | Std Dev | Median
Java 2 26.5024 | 23.9759 18
JacORB 14 | 45.8100 | 25.2337 36
ROFES 14 | 50.1266 | 23.7878 44
Etherware | 18 | 39.8066 | 17.7430 35

Table 3. Round trip time statistics for Base sta-
tion mode (two hop)
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scenarios

delay-reliability trade off is affected by different proto-
cols and interaction semantics of these platforms.

We now consider the impact of these statistics on
the estimation algorithms of CTP. We verify the accu-
racy of CTP’s estimate, assuming symmetric delays. In
Figure 6, this implies diy = dy = d. tes is CTP’s esti-
mate of the remote time stamp ¢, based on d. The dif-
ference err = t, — t.5; can be positive or negative. To
consider the long-term behavior we plot the exponen-
tially weighted moving average e, of err, computed it-
eratively as follows:

e = \/)\effl + (1= Nerr?

Here, err? is the squared-error at time ¢ and e; is
the average up to time ¢.

Figure 7 show plots with A = 0.9995. The first plot
shows the performance of the estimator in the wired
network case. In the steady state, the errors are similar
and quite small (less than 3 ms). The primary cause for
error in this plot is jitter. However the error is bounded
by round-trip time. Thus we see that the small jitter in
Etherware allows it to have a tight error bound in spite
of a larger average round-trip time. The initial tran-
sient seen in the Etherware plot is due to startup con-
tentions. The second and third plots show correspond-
ing performances for the one-hop and two hop wire-
less cases, respectively. We see that performance de-
grades in all cases, but the degradation for Etherware
is lesser than for the CORBA implementations.

One explanation for these results is that the CORBA
implementations use TCP for all communication as the
specifications for CORBA and Real-Time CORBA do



not mention UDP as a candidate protocol. On the other
hand, Etherware allows the application to opt for UDP
if necessary. This choice does not matter much for em-
bedded systems and wired networks, as seen in Ta-
ble 1, and more importantly, in the success of Real-
Time CORBA for various control applications. How-
ever, in wireless networks, basic TCP is known to per-
form badly. As we have argued in this paper, wireless
control applications do not benefit from the reliabil-
ity offered by TCP, especially if this is at the cost of a
higher average delay.

6. Related work

Popular approaches to developing application frame-
works and middleware for networked control applica-
tions are based on various flavors of CORBA, such as
Real time CORBA[19] and Minimum CORBA [17]. For
example, OCP [22] is based on Real Time CORBA and
has been used to control unmanned aerial vehicles. In
Section 5, we considered ROFES [6], which is targeted
for real-time applications in embedded systems.

Other interesting approaches include Giotto [14],
real-time framework [20] for robotics and automation,
and OSACA [16] for automation. A good overview of
research and technology that has been developed for
implementing reusable, distributed control systems is
provided in [13].

Regarding time translation, standard synchroniza-
tion tools such as NTP [5] directly change the system
clock. Hence, they may not always be applicable, espe-
cially between computers operating in different admin-
istrative domains. However, since CTP does not ma-
nipulate clocks, it is still useful even in such scenar-
ios.

7. Conclusions and Future Work

In this paper, we have considered some of the key
challenges facing middleware for control applications.
We have presented the approach of using forcing func-
tions to address the challenges of domain-specific ex-
tension and specialization of middleware. Domainware
is middleware that exploits application functionalities
imposed by the forcing functions of its domain. We
have presented Etherware as a Domainware for wire-
less networked-control applications. We have also com-
pared Etherware to two CORBA implementations and
demonstrated how it leverages the ability of its appli-
cations to tolerate losses. In future work, we intend to
address issues such as fault tolerance and security in
wireless control networks.
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