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Abstract— We anticipate that a possible next phase in the presence in computer, communication, and entertainment
information technology revolution could be the convergence equipment. Wi-Fi (IEEE 802.11x) has experienced double-
of control, i.e., sensing and actuation, with communication —yigit growth since 2000 [2]. Lower cost wireless connectiv-
and computing. We address the broad set of issues that we ., ~. . . . .
believe to be important to the design, implementation, and ity is possible with Bluetooth, avallable. at a $6 per chlpsgt
proliferation of such systems. In particular, we expound on COSt to manufacturers [3]. Extrapolating these trends in
the topics of the architecture of such systems, methodologies wireless communication, we can envision a time, not far
for design, distributed time, services, and middleware. We off, in which wireless connectivity is a commaodity.
describe our efforts in the Convergence Lab at the University With each embedded device functioning as a sensor or an
of lllinois with respect to each of these topics. - .

actuator, wirelessly connected with others, the futurddcou

|. INTRODUCTION well see orchestras of sensors and actuators playing over

Over the past fifty years, we have witnessed advances the ether in vast interconnected C_ontrol systems. Sensor
the fields of communication, computation, and control. AG€tworks, which can be formed with nodes such as the
these fields have converged, they have combined strengfh&r<eley MOTES [4], are becoming a reality. The logical
and provided new capabilities. Convergence of computatidifXt Step is to incorporate actuators and influence the

with control has led to digital control systems. ConvergencPlysical world, leading to control. The particular focus in
of communication with computation has resulted in thdhis paper is on what is required to make this vision a reality
Internet and for such systems to proliferate.

This paper is addressed at what we envision could be the I he contributions of the paper are as follows. We address

next phase of the information technology revolution, thdhe importance of the architecture in the proliferation of

convergence of control with communication and Compu§uch systems. We outline a methodology for designing such

tation, which opens great possibilities for interactiorthwi SYStems with the understanding that systems are always

the physical world. We envision widespread usage, Su&yolving.We address the issue of building in reliabilitgrfr

as efficient traffic scheduling, energy efficient heating anffe ground up and specifically i.IIustrate it with respectmp 0
cooling, and home automation. Such systems require sdfstbed. Then we discuss services that should be provided to

sors to sense the environment and actuators to act uponSiCl Systems in order to make design and implementation

with controllers directing the actuators, and all compdsen"outine. One critical service is a timing service, as time is
linked through communication capability. important in control systems that interact with the physica

Two technological trends making feasible large system©rld. We advocate such services being provided by a
of this sort are the growth in embedded computers and wirgliddleware, which facilitates system upgrades and configu-
less networking. About 98% of all microprocessors sold arkAtion management by encapsulating low level details such

embedded [1]. They are present in virtually all automobileS P addresses. We also address the issue of migration

and many appliances, in addition to the weII-estainshef(ﬁ’r self-optimization and dynamic load balancing. This not
only improves performance but it also renders system design
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tion, but designed to support many applications such a optimization at each iteration, choosing the controklvhi
home automation and control, manufacturing, transportaninimizes the distance between the desired trajectory and
tion, robotics, etc. Our goal is to distill the common elethe predicted trajectory over a short time horizon.

ments and components necessary for control into an easily4) Control hierarchy: Residing in the layer above the
customizable and reconfigurable framework for general useeal-time model predictive controller for each car, the
We believe that doing so, and allowing applications to b@lanner provides a desired trajectory aperiodically to the
rapidly produced, is important for the proliferation of buc real-time controller. The Planner monitors the positiohs o
systems. other cars possibly re-planning the desired trajectory. As

B. The C Lab he Univ. of Illinoi the Planner is collocated with the real-time controller, it
- The Convergence Laboratory at the Univ. of lllinois provides local autonomous control for fail-safe purposes.

This lab was developed to identify and investigate what
the important issues are in the convergence of control with- Importance of architecture
communication and computation. It features a concrete ex-We believe that the architecture of general-purpose con-
ample of a general-purpose control system. The laboratotyol systems will be key to their proliferation. In generiile
has an indoor track upon which remotely controlled cargsefulness of any overarching design depends on how well
are driven. (Movies available at [6]). it adapts to the particular needs of an individual context,
- while at the same time capturing the essence of that which
C()nvergence Testbed \i_ is common across most of the usages [8], [9]. As the
T Al N - particular useful variations of a product may not be known
'P;mmr;d o X \:_-—- to the designers beforehand, we believe that successful
proliferation will depend on providing the right abstracts
and architecture for use by designers.
As an instantiation, one may consider the OSI model
of network protocols. This model separates the various
functions of communication into layers of abstractions,

Vision

= : 7 ; : with services provided by lower layers to higher level
'm::\ R, = | applications or protocols. Design at each layer can be
,{\‘\\—f—-v' A .~ oblivious to lower layers. With interfaces between layers

N ..

which are well-defined and understood by both sides of

the interface, it becomes possible to make changes to an
intermediate layer in the protocol stack without affecting
the other layers, allowing for incremental evolution. k@l
s e - - - gives the design longevity. Indeed, we contend that the
S reason for the proliferation of the Internet is primarily

Fig. 1. The Convergence Laboratory at the University ohdlls architectural, and only secondarily due to the algorithms

involved.

1) Sensors:Two ceiling mounted cameras continuously As another example, one may argue that the success of
capture images which are converted into an HSV imagserial computation is due to the von-Neumann bridge [10].
representation more immune to brightness variations ovérallows hardware designers (e.g., Intel) and software de-
the track. Pixels are grouped as colors, which are in tursigners (e.g., Microsoft) to work separately. As long aythe
grouped as potential cars. The tops of the cars are coloonform to an abstraction of the other party, the products
coded, and cars are identified by their unique color patterngill interoperate. In fact, it is the possible lack of a von-
The position and orientation information is determined foNeumann bridge equivalent that has led to the failure of
each car and distributed via an ad-hoc wireless network. earlier efforts in parallel computation.

2) Actuators: The actuators are simple versions of auto- As yet another example, the separation of source cod-
mobiles with two degrees of freedom, steering and velocitying and channel coding, established by Shannon [11] as
Remote control is through dedicated radio-control frequeran architecture within whick-optimal throughput can be
cies for each car that can be regarded as virtual “wires.” attained, is at the heart of the digital communication revol

3) Controllers: Each car has a dedicated controller option. Source coding is done through software (e.g., MPEG
erating at 10 Hz. Incoming sensor data is fused with past JPEG), while channel coding is done in the network
control inputs in a state estimation module in order tianterface cards.
provide reliable periodic state estimation to the congmll This leads to what we believe is a fundamental question:

The control law is Model Predictive Control (MPC) What is the appropriate architecture and what are the right
wherein the controller has a model of how the car willabstractions for the convergence of control with communi-
move when given particular commands. Searching througtation and computing? Our goal is to design an application
a large space of control sequences, the controller perfornmlependent and context independent architecture, asfar a



that is possible. If one replaces car specific code by aircraf
specific code, the same architecture should support diictraf
control. Or if we replace aircraft specific code with code for
a thermostat, it should support building temperature cbntr

Sensor Controlle|

D. Importance of middleware State
Sensor Estimator

Controlle|

For distributed applications in general, and distributed
control systems in particular, there are many low level
services which are common across applications. Important
to our endeavor is to develop middleware, which resides

between the operating system and applications, as a Iayer.l.o remove the execution and timing dependencies of

enabling the application to be oblivious to details Wh'd}he controller on the inherently unreliable communication

Poeigllnofjti(lziggcfrzg I;’erv\\/lirg:ltlaes atrgcsjesdange :'hn;eukr)"ej'gﬁ iiblgnannel, we interpose a module, such as a state estima-
y P y YNGior [13], as in Figure 2, which accepts aperiodic sensor

ha;ivga;es?ennﬂ (sjgfstiwz;reer. the minimization of whose time Wdata as input, and provides continuous or periodic outputs
Y gner, 0 the controller even in the complete absence of sensor

believe is of paramount importance to the proliferation o formation for some period of time. Architecturally, the

general-purpose control systems, should be supporteceby ove state estimator represents a buffer between diasimil

mldd]gware SO that s_he can work f”‘t the approprlat_e doma |5mponents. That is, the controller prefers a periodicaign
specific level of detail, concentrating on the big picture o

h : The midd| by virt fit ition in th ut the communication channel can at best provide a
€ system. The middieware, by Viriue ot its position in %erturbed periodic signal. With the state estimator servin

application-to-hardware hierarchy, is capable of addsgss as a mediating interface between incongruent models, the
many of these details. We are therefore interested in tré '

- . ) . %nsor, communication channel, and controller are free to
specific requirements of middleware that arise in the ccmte>6 erate and evolve as needed. both at run-time and over the
of general-purpose control systems, as well as developir)§ '

. stem lifecycle.
such a middleware. y

Fig. 2. A mediating interface between incongruent models

II. RELIABLE DESIGN IN AN EVER CHANGING B. Safety through analytic redundancy

ENVIRONMENT Similarly, we must design for safety beginning at the

Mass production typically separates design from produd@west level of control, the actuator, and continuing up
tion. Design is completed before components are produce@® control hierarchy. As an example, in the testbed, the
While this model is very efficient for producing vast quan-cars are designed to stop after not receiving commands for
tities of a product, it is not well-suited for general-puspo  SOMe pre-determined amount of tlme. At higher levels, the
control for several reasons. First, new technological cap&'oblem may be posed as one of using a complex controller
bilities will become available during the development af th Whenever possible, reverting to a simpler, but more robust
system, and users and designers must be able to incorporg@gtroller when the complex controller fails in some way.
them. Second, requirements themselves inevitably changf€ ability to do this enables the use of complex, but
as a system is built. Indeed we believe that general-purpodgverified, components without depending on them. This
control system designs will always be in a continuous staté Similar to the Simplex architecture [14]; see Figure 3.
of evolution, following a spiral model of development [12].

A. Reliability through dependence reduction l

To ensure reliability, we must create robust components Smple Complex
at every level, with some degree of autonomy to operate, Reliable Unreliable
at least in a fail-safe mode for a short period of time, Controller Controller
in the presence of failure of other system components.

We call this Local Temporal Autonomy. For example, if \ /
a controller waits for a new data sample before computing

new commands, then it is dependent on the sensor (and
the communication channel) for its continued operation. We
call this execution dependenc®lore generally, execution
dependence exists when the failure of one module causes
another module to fail. In this example, the controller is
also dependent on the sensor and communication channel _ =~ = ,
for timing. This represents &ming dependencef the C. Reliability in testbed design

controller on the sensor and communication channel. We have built reliability into the testbed in many places.

Fig. 3. The Simplex switching architecture



1) Controller reliability: Robustness against controllerof the code since it need not be updated as components are
failures is enabled by three design elements. First, a winpgraded.
dowed horizon of future controls (naturally provided by A timing service, can also provide run-time measure-
Model Predictive Control.) Second, sending this window ofments of processing and propagation times. Using these
controls, in addition to the current control, to the actuatoonline estimates, the middleware can optimize its opematio
for future use, even though most of these will be overwritteby migrating computational loads to underutilized system
when the next sequence arrives. Third, the use of a separatgources as we describe in Section V.
computer process, perhaps on a separate machine, such that
the actuator will not fail in conjunction with a controller
failure. When multiple vehicles operate in a shared space, we be-

2) Reliability through rapid restart: With the design come concerned with collisions. This is a system constraint
noted above, after a period of open loop control, the camich that the control layer immediately above the real-time
are timed out for safety. This has, however, provided aontroller can be regarded as the constraint or “coherence”
new capability in the testbed, namely rapid restart. Byayer.
checkpointing desired trajectories and start times, @&dail In the testbed, this layer is distributed. Individual cars
controller can be restarted quickly, and resume operatiohave planners to monitor for collisions and take fail-safe
Such a restart capability has been implemented [15]; Figction if necessary. In addition, we have a global sched-
ure 4 shows that restarts have no noticeable effect. uler [7] capable of scheduling all cars in collision free

trajectories, with provable freedom from deadlock. This is
done according to a goal, which is the top layer in our
control hierarchy.

The separation of real-time and constraint layers also
represents a time-scale separation [17]. Global scheglulin
= may proceed on a slower time-scale than local control.

Moreover, system goals may also change aperiodically,

IV. LAYERS OF CONTROL
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Fig. 4. Deviation from desired trajectory under restart Clearly this control hierarchy can be nested. From one

fleet of autonomously controlled cars, we can extrapolate to
multiple fleets, each with a fleet goal translated into indi-
IIl. THE IMPORTANCE OF TIME vidual car goals. Thus the hierarchy can be composed into
A. The Control Time Protocol a larger hierarchy, with some higher level entity distribgt

A fundamental problem in distributed systems is thafleet goals to each fleet.
no two clocks agree. Timing discrepancies can cause in- Thus control hierarchy can be characterized by scope,
stability in an otherwise stable control system. The propdimescales, and authority. The top levels have the most
knowledge of time is thus critical to control systems whicHroad authority, while lower levels are responsible foraloc
must Operate in rea|_time. There are many Cha”enges ﬁ?cisions Wh|Ch may need to be made in Short timescaleS
distributed time including the need to avoid introducing” response to rapidly changing events. Important decssion
dependencies which degrade reliability, several of whien aWhich need not be handled quickly can be percolated up to
discussed in a companion paper [16], which presents tfi@e top of the hierarchy and decided there.
Control Time Protocol (CTP). In addition to other services,
it provides reliability and robustness against inherantrig
problems in communication systems, such as latency andFor the proliferation of general-purpose control systems,

the system designer to design at a higher level. It should be

B. Migration made feasible to create a system from composable com-
It is desirable to adapt to the evolving computing anghonents. Composability requires well-defined interfaces,
communication loads over the network. For example, it mayhich may not be common across all platforms. A useful
become feasible to process an image right at the camesmlution to this problem is to insert a layer in the applioati
outputting perhaps the location of colors instead of raw vistack which creates a common interface for applications
sion images which could stress the communication networkbove it, and with respect to the lower level details of
This is an optimization function that the system shouldhe infrastructure beneath it. This is known as middleware.
automatically do at runtime, relieving the designer of thdCORBA [18] is a well-known example of such a middle-
need to even consider such issues. Thus we are interesteate.)
in automatic migration which adapts to the computational Middleware is a widely used class of application frame-
or communication loading. It contributes to the longevityworks that hide a lot of low level detail, and provide

V. MIDDLEWARE



simpler as well as higher level usage models. Applicasensor updates to the filter and filter output to the controlle
tions using middleware are typically developed as a setithout causing system instability, must be available as
of components. Since the middleware supports a lot gfrimitives.
common functionality, the components mainly implement Using the Control Time Protocol, described in [16], and
application logic such as control laws. Further, well define by time stamping all communication throughout the system,
interfaces and usage models enable these components tahEe middleware can keep an accurate, updated estimate of
reused in different applications. For example, a componetite time on all distributed clocks as well as profile the
implementing a path planning algorithm developed for ousystem, providing per packet delay estimates, or average
testbed could be reused in an air traffic control systemielay and jitter for messages etc.
or the air-conditioning system of a building. Basic tasks The act of moving a computational process from one
such as time-translation can be incorporated in a commaocation to another isnigration Correct migration requires
application framework that can be reused in multiple approperly capturing the state of the system, installation of
plications. This approach saves much development effodppropriate code on the new machine, starting the process
better incorporates accumulated experience, and improveg on the new machine, and properly shutting down the old
software quality. process. Doing so safely in a control environment requires
adherence to a variety of time considerations. First, grope
interpretation of time must be made by the new machine.
Services required for general-purpose control include th®econd, the delays experienced in the new control loop must
following: be satisfactory. Indeed, one reason for migration is togedu
1) Communication:A lot of detail attending communi- the overall system loop delay to improve the performance
cation between application components can be encapsulatsficdhe system.
in middleware. Addressing needs to be by content aware
addressing, wherein the physical location of processes fi Etherware
the system is no longer tied to a particular host machine. Traditional middleware such as CORBA and its variants
Tasks such as deciding where a particular component is bave their focus on other domains, such as business and
be executed, and details such as the IP address and protdecahsaction applications. Consequently, many of the desig
needed to communicate with it, need not be known. Faonsiderations and optimizations are not suitable for net-
example, a car controller might wish to obtain feedbackvorked and wireless control.
from a sensor covering location (27,49). If IP addresses The CORBA footprint is quite large, even for very
are embedded into this request, then whenever a nodesisiall applications. Moreover, the entire system is based
changed to one with a different IP address, all the code hagon TCP, which provides reliable delivery among other
to be checked and references to IP addresses changed (adevices. For control, some data streams are more sensitive
the Y2K problem). Computational resources must be abl® delay than loss, rendering TCP inappropriate for such
to be changed or updated with little impact on the systentlata streams.
simplifying configuration management. To specifically address the above requirements and opti-
2) Infrastructure: Middleware can provide templates for mize for networked control, we have develog€ettherware
rapid insertion of simple functionality into an existinga middleware for networked control applications. Details
infrastructure. Thus, an entire system can quickly be coraboutEtherwareand a comparison with standard middle-
nected in an early version, allowing the system connegtivitware are provided in [19].
issues to be handled before adding complex functionality.
Startup, configuration, monitoring and maintenance of VI. CONCLUDING REMARKS
application components, requires an infrastructure ffaye While individual distributed control systems exist, most
with primitives to automate these tasks. For example, @pplications are custom designed and manufactured for
system start up, a controller may have to wait until goarticular purposes. We seek to move beyond one-of-a-kind
sensor is available, or an actuator is up, before it can begiiystems toward general-purpose control. Application$ wil
to operate. Starting these components in the right ordemerge, rather than be well-defined from the beginning,
should be the function of middleware. Changing modes aequiring flexibility in the design process.
parameters of a controller, such as the operating frequencyAs we are interested in the proliferation of general-
or level of detail in response to availability of resources ipurpose control systems, there are a few key requirements
another example of functionality that the middleware mustommon to all systems in this domain.
provide. First, proliferation necessitates rapid and simplified de-
3) Evolution: As noted earlier, systems are continuallysign. Many applications of ubiquitous control could be
upgrading or evolving. For example, if a controller issimple, and perhaps unworthy of excessive design. We must
receiving noisy inputs from a sensor, it must be possiblespect the designer’s time and remove unnecessary burden.
to insert a filtering component between these two, withowor any widespread proliferation, success will depend on
having to restart the system. Tasks such as redirecting theaking implementation simple enough so that all that is

A. Requirements



required is a domain expertise, but not expertise in comput]
ing and communication per se, or in systems integration.

Second, reliability is primary as a performance criterion.
Systems must be reasonably robust to perturbations i8]
distributed components, including changing and updaﬁn%m
portions of the system over time.

Third, control systems will continuously evolve as new
requirements arise as a result of new technologies or th¢]
discovery of new applications. Thus, the design of thﬁl]
system will never be complete.

While it may be too early to be definitive about thel1?]
history of the last fifty years, it can be argued that the lasis;
half of the twentieth century was the age of the building
of strong disciplines. In computation, the ENIAC [20] and
the stored program are about fifty years old. Informatlor[1 4l
theory of Shannon [11] is also of similar vintage, as is also
Wiener's “yellow peril” [21]. The state-space control work
of Kalman [13] dates to around 1960. Signal processing, @fs
least the work of Cooley and Tukey [22] dates to around
1965.

However, with advances in embedded systems, wire-
less communication, etc., we are building systems whiché]
combine sensing, wireless communication and computing,
and actuation will necessarily follow. This will lead to the
convergence of control with communication and compum7]
tation, where all the above individual disciplines becom
inseparable. For example, the problem of data fusion i
sensor networks is not just an inference problem, or just
a computation problem, or just a communication proble 20]
It is a synthesis [23]. When actuation is also involved, a
in control, there is a further convergence of theories. Such
a systems theory could well be the agenda for the next tw8!!
decades. [22]

Much of the technology required for deployment of
general-purpose control systems is readily available. V\fgs]
have outlined here the organizing principles, methodelegi
for design, design infrastructure, infrastructure of s,
and software, which will enable rapid and robust develop-
ment. These are the issues that are the focus of our effo s
at exploration and implementation in the Convergence Lab-
oratory.
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