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Abstract— Sensor networks are not just data networks with Such aggregate functions could be computed under the end-
sensors being the sources of data. Rather, they are often de-to-end information flow paradigm by communicating all the
veloped and deployed for a specific application, and the en8  ojeyant data to a central collector node. This however is a

network operation is accordingly geared towards satisfyig this - . . S -
application. For overall system efficiency, it may be neceasy for highly inefficient solution in large sensor networks whichyn

nodes to perform computations on data, as opposed to simply P€ severely constrained in energy, memory or bandwidth, and
originating or forwarding data. where tight latency constraints may have to be met.

Thus, the entire network can be viewed as performing an  The alternate solution is for the computation to be per-
application specific distributed computation. The topic of this  f5rmedin-network Implementing such distributed computing
paper is to survey some lines of research which may be usefuIfunctionalit in sensor networks carries a whole host of
in developing a theory of in-network computation, that aims ) y_ =
to elucidate how a wireless sensor network should efficienti Networking issues, because nodes have to not only originate
perform such distributed computation. and forward data, but may also have to perform operations on

We review several existing approaches to computation prob- data received from different sources at different timesn&of
lems in network settings, with a particular emphasis on the nig functionality is part of applications which providepgort
communication aspect of computation. We begin by studyinghe for aggregate queriesver sensor networks [1]
basic two-party communication complexity model and how to ggreg 4 . ) .
optimally compute functions of distributed inputs in this setting. At a fundamental level, therefore, resides the question of
We proceed to larger multi-hop networks, and study how block how best to perform distributed computation over a netwdrk o
computation and function structure can be exploited to provde nodes with wireless links. What is the optimal way to compute
greatert ctt_)mputatbi:)nal t_hrougthpult(. Weg_hertl ;:onsi_der clizi_strtlaluted the average of a set of statistically correlated valuesestor
computation problems in networks subject to noise. Finally we . ;
review some randomized gossip based approaches to compugin by dlffere.nt nodes of a erelgss network? How WOUId. sugh

computations be performed in the presence of unreliability
such as noise, packet drops and node failures? Such gugestion
combine the complexities of multi-terminal informatioreth

aggregate functions in networks.
These are diverse approaches spanning many different re-
search communities, but together may find a role in the devel-
ory, distributed source coding, communication compleaity
distributed computation.
The focus of this paper is to provide an account of some

opment of a more substantial theoretical foundation for sesor
networks.
The purpose of traditional data networks such as the Inté)rf- the work that may be relevant as we move towards such

. ) . . a theory of distributed computation over networks. These

net is to enable end-to-end information transfer. Inforarat . o
. . . m(flude the following:

streams in such networks are carried across point-to-poin Y tina in the t d work: W oW tw
links, with intermediate nodes simply forwarding data petek ) OTPU Ing in U et_wo nhode Ine_worth. € revr:(_avt\g g'
without modifying the payload of the packets. In contrasé, t Sar Y cothmumc? lon fﬁomg exity teo_ry, whic E:_ X
purpose of a sensor network is to provide to users access to r?ssef € qtl;]e_s |0nt(:j_ tovl;/ ?Zomu en Tmlmum 'Te
the information of interest from data gathered by spatially a (;mc lon with- input distributed between two separate
distributed sensors. In most applications, users requitg o 5 ?3? eks. tati itiol d works: Wi
certain aggregate functions of this distributed data. EXam ) .ﬁc computa |ct>n ovker Tu (;pe ?ho i NEtworks. Ve
include the average temperature in a network of temperature will réview recent work extending the basic communi-

sensors, or a particular trigger in the case of an alarm nmktwo cation compllexnylt_mlodelolln ttWO Iaspect_s, l?yd_modglmlg
location of an event, etc. more general multiple node topologies, including single

hop collocated networks as well as random multi-hop
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networks, and by allowing for the possible efficiencies
of block-computation in which the function of interest

is required to be repeatedly computed for different sets
of measurements. We will show that both can lead to



a significant performance improvement over one-shahd B know the correct valuef(x,y). The communication
function computation. complexity of the functionf(-) is the minimum over all such
3) Distributed computation in the presence of noise: Thatrategies, of the maximum time over all input pairs, before
basic communication complexity model does not allowhe strategy terminates. To summarize, this problem is éne o
for noisy communication channels. We will review workminimizing computation time given a throughput constrdine
on computing functions in a noisy collocated networknk between processors, and an input split between process
on simulating general interactive protocols for noiseless A general deterministic protocol must function as follows:
networks over noisy networks. We will also describ& must sequentially specify for each slot, as a deternimist
some classical information theoretic formulations whicfunctiont of all the previously transmitted bits, which node
incorporate block computation along with correlate¢hust transmit. It must also specify the value of the bit to be
sensor measurements, and review what little progress I@ssmitted by a node, as a deterministic function of itsutnp
been made towards solving such a general formulatioralue and all the previous transmissions (which it has eithe
4) Randomized algorithms for computing functions: Weeceived or sent).
then turn to some recent work on gossip based protocolsOne can derive a number of elegant results characterizing
to compute aggregate functions over peer-to-peer as wglé communication complexity of a function. We review some
as sensor networks. These approaches involve designsighe more basic of these below. Let us begin with the most
algorithms for computing specific functions, which mayaive protocol, which simply consists df sending the value
not be optimal, but are designed to be simple, scalalié z, followed by B sending back the value of the function
and robust to node failures. f(x,y). This gives a trivial upper bound on the communication
In most of the topics we consider, the emphasis is @®mplexity of the functionf(-) of log | X| + log|Z]| slots.
optimizing the communication aspect of computation. Given It can also be shown thaflog |Range(f)|] is a lower
the physical constraints of sensor networks, such as limiteound on communication complexity, whetange(f) is
energy, bandwidth, and lack of infrastructure, commuincat the set of values taken by on X x Y. The proof is as
is one bottleneck to performance. However, there are gthei@lows. It is enough to prove that under any correct protoco
such as energy and latency, which we do not address hemy two distinct values of () must correspond to different
Also, we assume that that computation at nodes is reliabfquences of transmitted bits, since there would then lwave t
while communication is subject to errors. be |Range(f)| distinct transmitted sequences. Suppose that
this is not the case, and that for inputs;, y1) and (x2, y2)
Il. COMPUTING IN THE TWO-NODE NETWORK with f(x1,y1) # f(z2,y2), the sequences of transmitted bits
In many applications, users of a sensor network requirespecified by the protocol are the same. It cannot be that both
certain function of the sensors’ raw measurements. We malz,. y1) = f(z1,42) and f(z1,y2) = f(x2,12) are true,
formalize this by stating the problem as one of computingecause that would imply(x1,41) = f(z2,y2). Suppose
a function f(zy,22,...,2,) of the readingsry,z2,..., 7, without loss of generality thaf(z1,y1) # f(z1,y2). Then,
taken at then sensor nodes, and communicating this functiote definition of a protocol will imply that it specifies therye
to a collector node. In a typical scenario, there may be ordame sequence of transmissions for the input @airy) as
a single collector node, but it is also possible that theee &t does for the input pairéz;, y;) and(z2,y2). This leads to
multiple collector nodes. In fact, in an extreme situatithve a contradiction, since processdrcannot distinguish between
function may need to be communicated to all the nodes. the pairgz;,y;) and(z1,y2), due to the fact that its own input
The question of how to compute a function depends onvalue as well as the sequence of transmissions are the same
number of network features, such as its spatial distribbution each case. Therefore, processbrannot “know” whether
and size, the communication constraints, and of course the function value isf(x1,v1) or f(x1,2).
structure of the function itself. We consider first the caBa 0 The informal definition of a protocol given above can be
network of two nodes. formalized into a convenient matrix representation. The-co
The basic two party communication complexity model iputation problem is entirely specified by th&| x Y| matrix
constructed to study distributed computation by separaie p(C, whereC;; = f(i,j) (assuming without loss of generality
cessors connected by constrained communication linksaFothat X = {1,2,...,1X]},Y ={1,2,...,]Y]}). Any protocol
detailed exposition of the theory, the reader is referref2}p necessarily specifies a sequence of successive partitidhs o
here we provide a brief introduction. Let and B be two matrix C. The first transmission partitions either the rows or
processors connected by a bidirectional one-bit-pertsikt  columns of C' (rows if A is selected as the first to transmit,
A knows a number: which lies in a finite setX, and B a columns ifB is), thereby obtaining two sub-matrices. The next
numbery belonging to finite se¥". Both wish to compute the transmission corresponds to a separate partitioning df efic
value of a certain functioif(x, y), which takes values in a setthe two previously obtained sub-matrices, again alongdes r
Z. or columns. Thus, thé!” stage specifies partitions separately

In order to compute this function, they can exchange bitsr each of the2*~! sub-matrices specified by the previous
over the link, one at a time. We are interested in strategies

that for any allowable pait, y, will terminate when both4 IRandomized algorithms have also been considered in thisget



AB |1 2 3 4 subsets are disjoint, and 1 otherwise. The commu-
110 0 0 1 nication complexity isn + 1.
2 |0 0 0 1 e f(z,y) = Med(z,y), the median ofr andy. The
310 0 0 0 communication complexity i®(logn).
4 10 1 1 1 Communication complexity theory provides a useful step-

Fig. 1. Example of a protocol ping stone in terms of understanding protocols for compgutin
functions with distributed inputs. However, importanttieas
of sensor networks are not captured in this model. One
k — 1 stages, producing® sub-matrices. The protocol endshecessary extension would be obtaining bounds in networks
when all the sub-matrices are “monochrome,” i.e., have &} more than two nodes. There has been some work on
identical entries. The communication complexity is theref multi-party communication complexity in networks. Tiw43i
the minimum number of rounds in which the mat@ixcan be  considered a formulation in which the input is split among tw
thus partitioned into monochromatic sub-matrices. processors which are nodes in a larger network. In the next
An example of such a partitioning is shown in Figure 1. Thisection, we will describe some recent work on communication
corresponds tod transmitting first,B transmitting second. If complexity problems in different wireless network modet [
the input pair lies in the first two rows, or the first column another limitation of the basic communication complexity
of rows 3 and 4, then the function value is determined aﬂgétup is that due to the requirement of exact computation,
these two transmissions. Otherwisé, must transmit again, possible correlations between the inputs are not exploited
after which the protocol has terminates. Thus, this prdtocguch correlations are particularly likely to exist in large
requires 3 time-steps. spatially dense networks sampling physical charactesi¢é.g.
A simple linear algebraic argument can now be used {mperature) of a domain.
lower bound the number of partitions required. At each rqund
the maximum rank of the resulting sub-matrices is decreased  |ll. BLock COMPUTATION OF FUNCTIONS IN
by at most a factor of two. After the final stage all sub-masic MULTI-PARTY NETWORKS

have rank 1. Therefore, the communication complexity must . -
We now turn to a more general network setting, consisting

be lower bounded bylog Fank(C)]. of many nodes and a simplified model of wireless commu-

Another_ simple bou_nd can be derived by _the *Slication. Consider a network of nodes located on a plane,
called fooling set technique. Suppose we have input

PAIrS (21, 1), (T2, 42), - .., (T, ym), With the property that along with a designated collector node to_whlch the aggeegat
function of interest needs to be communicated.
flx1,y1) = f(z2,92) = ... = f(xm,ym), but that for any Each node h tain t o q ¢ it
two pairs (z;,y:) and (z;,y;), either f(zi,y;) of f(z,5) ach node has a certain transmission range, and can transmi
’ I 937 ) 7J . directly to any other node which is located within that range

differs from f(z;,yi). Then, by an argument similar to the‘l:lgg connectivity graphof the network is composed of the

range bound argument described above, one can prove t " . ) .
es along with edges modeling the wireless connections.

: . no
under any correct protocol each of theseinput pairs must 7 : .

: o Each node is assumed to be able to transmit or receive at a
correspond to a unique sequence of transmissions, and_sS0

D;(f) > logm fixed rate.
fU) = 08T . . The shared nature of the wireless medium is modeled by
The following are some examples of functions and their

. - . introducing constraints on which transmitter-receivargpaan
communication complexities. For proofs the reader is refer : .
0 [2]. be active simultaneously. One extreme case of such a network

) is thecollocated networkin which each transmission is heard

1) AandB haveD = 2" valued inputsr andy. by all other nodes, and only one node can transmit in a single

e f(z,y) = Eq(z,y), defined as equal td if z =y, time-slot. Another network of interest is thandom multi-
0 if not. The communication complexity dfq(-) is hop networkconsisting of nodes uniformly scattered on a unit
log D + 1. A lower bound oflog D follows directly square, in which all nodes have the minimum common range
from the rank bound, since the mat(iXin this case of transmission so that the network is connected. Random
is the D x D identity matrix. A slightly stronger graph analysis [5] shows that in a network @fnodes, the
version of the rank argument gives a lower bounghinimum such range for the network to be connected with
of n+ 1. probability approaching one as the network size grows is

« flz,y) = Gt(z,y), defined as equal to 0 if >y g, /losn) These networks are illustrated in Figure 2.
and 1 otherwise. The communication complexity iS \jgte that such models of the network do not allow for

log D + 1. cooperative schemes such as relaying, multiple access)-bea

2) A andB hold subsets;,y C {1,2,...,n}. forming, etc.
e f(z,y) = Avg(x,y), the average value of the The problem of computing functions over such networks
two subsets. The communication complexity is thewas studied in [4]. A direct generalization of the two-party
O(logn). case would involve determining the minimum time required to

e f(x,y) = Disj(z,y), which is equal to 0 if the compute a certain function of the set of sensor measurements
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Fig. 2. (a) Collocated network (b) Random network
form a tree and propagate partial histograms from children
to parents up the tree towards the root. As we will see in

i.e., aone-shotomputation problem. Instead, we consider thgection VI, many simple randomized algorithms to compute
block computatiorproblem, in which sensors take periodiGunctions are applicable to functions with this property.
measurementge; (t), x2(t), ..., z,(t)],t = 1,2,3,... of the  The above properties make it possible to compute any
environment, and the user requires a certain aggregatédancsymmetric function with computational throughp@t 1oén)
f(@1(t),22(t),. .., 2,(t)) for each timet = 1,2,.... Sensor in any network with maximum degre@(logn). The corre-
network applications which involve constant monitoringleé  sponding computational cycle-time, i.e., the reciprodathe
environment often require such repeated computation.  computational throughput, is exponentially smaller thha t

There are two possible ways to perform such computatiasemputational cycle time of)(n), which is the minimum
One is to separately compute each function value, whigfcle-time for downloading all data to the collector. The
would correspond to the one-shot computation problem. Teeheme to achieve this rate consists of first constructing a
other way would be to let each sensor accumulate a blogkitable tree, rooted at the collector node, and formed by
of measurements, subsequent to which the entire netwgjlouping nodes according to a tessellation of the plane into
performs joint computation of the block of correspondingells containing approximatel@(logn) nodes each. Such a
function values. Such an approach could be potentially maggssellation for the random network on a square domain is
efficient, though at the cost of greater latency because tgown in Figure 3. By collecting histograms along this tree,
individual function values become known to the collectolyon and with appropriate scheduling and pipelining, it is polssi
after the entire block is computed. Note that this is a direg obtain the desired computational throughpuﬂmjﬁ),
analogy of block coding in communication theory. Examples of networks for which a computational through-

The measure of efficiency we study in a block-computatigsut of Q(@) is achievable include the random network on
setting is what we caltomputational throughputf a com- a square (in this case, the throughput is achievable with hig
putational scheme requirds time units to compute a block probability for largen) as well as constant degree networks
of N function values, the computational throughpul%is We such as lattice grids.
seek the supremum of the computational throughput over allNote thato(loén) is the maximum possible throughput to
schemes and all block-lengthé. communicate the histogram of the set of measurements, due to

Let us consider the class afymmetric functionsThese the fact that representing the histogram itself requitéeg n)
are functions which are invariant to permutations of thebits, and the collector node can receive only a bounded numbe
arguments, i.e.f(z1,...,z,) = f(7(z1,...,2z,)) for any of bits per slot. Thus the maximum computational throughput
permutationt. The interest in such functions is twofold. Firstfor computing the histogram over networks of maximum
most statistical functions of interest including mean, raed degreeO(logn) is O(=-) .
maximum/minimum, histogram etc. Also, such functions have To obtain similarly sharp results for other symmetric func-
some properties which can be exploited, as described belaions, it is necessary to more precisely characterize what

The key property of symmetric functions is that they areomputational schemes or protocols are allowable. The sim-
determined completely by the histogram of the set of nogiest scenario to study this problem in a network setting is
measurements. Further, the histogram itself has two usettw collocated network. A suitable generalization of thassl
characteristics: 1) The histograms of two sets of measureameof communication complexity protocols described in the las
can be combined to give the histogram of the union, arsgction can be defined for this network as well. Combinaltoria
2) Where the individual sensor measurements [arealued, arguments can then be employed to lower bound the time
the histogram ofn measurements can be represented fequired by any such protocol to compute a vector of function
O(D logn) bits. values corresponding to a large block of sensor measursment

The first property suggests simple schemes to compute dn particular, let us consider the class tyfpe-sensitive
function in a distributed manner. One could, for instancéjnctions which are functions for which at least a certain




minimum fraction of arguments need to be known for thextend to such unreliable scenarios. Secondly, there may
function value to be determined. Instances of type-semsitibe considerable overhead required for nodes to know what
functions include Average, Median, Majority, Histogramda computational operations they must carry out; the “roles” o
many others. Counting arguments can be used to show thmtividual nodes depend on their locations and thus must be
the maximum rate for computing type-sensitive functions idynamically assigned.

the collocated network i©)(1). Since all the data can be A further drawback of the model is that it does not take
downloaded to the collector in timelog D, this implies into account correlations in the source measurements,hwhic
that this particular class of functions is maximally difficu could be exploited if the requirement of exact computation
to compute in terms of order. with probability one were relaxed. Also, the communication

For a certain subclass of symmetric functions, an exponghodel is a simplification of the more general multi-user yois
tial speedup is possible. This is the classtgbe-threshold channel model which allows arbitrary modes of operation.
functions, which are defined as functions that depend only IV. RELIABLE COMPUTATION IN THE COLLOCATED
on the element-wise maximum of the histogram and a fixed
threshold vector. In the case of binary measurements, for
instance, a type-threshold function would only depend on!n wireline networks, the physical layer implements error
whether the number of ones exceeds a fixed threshold numi§éfrection so that communication links appear reliableht t
The canonical example of a type-threshold function is thee M&@pPplications. It then becomes possible to view the netwsrk a
function. In the collocated network, type-threshold fioes @ collection of point-to-point reliable links, for the purge
can be computed with a throughput @(@)_ To see how Of one-way communication over the underlying physical faye
such a protocol can be constructed, consider the case imwhiannels.
the measurements are binary and the Max function is to beBut consider now a distributed computation task over a
computed. The scheme essentially works by each node sequigiwork with noisy links. Is it similarly possible to makeeth
t|a||y Communicating the set of entries in its Correspominovera” Computation as reliable as desired? And if so, attwha
block with measurement value &xceptfor those entries for COSt?
which the function value is already known to be 1, due to Classical information theory tells us that reliable commu-
the transmissions of previous nodes. Combinatorial argisnenication, i.e., with error probability as low as desired,aat
show that the total number of bits over all transmission$ wipositive throughput, is possible if a large block of data is

be O(NV log n), which translates to a computational throughp@ommunicated with appropriate redundancy. By employing
of Q). sufficient coding overhead and large enough block-length, t

o8 ical | be mad liable as desired
It is also possible to show, by generalizing the fooling s@ysical layer can be made as reliable as desired.
Thus, if the communication in a protocol which assumes

arguments mentioned in the last section, that this is order’

optimal. Thus, the maximum computational throughput tdjoiseless communication is composed of sufficiently long

type-threshold functions such as Max &(—1-), and is blocks of information bits transmitted from node to nodeoer
1 L . . . g .

O(L) for type-sensitive functions such as ,K{g/grage Medicgerrection can be employed to provide reliability of eactk|i

and Histogram ’ at the cost of some overhead. Such a protocol can therefore

Th for th I d K | be converted to a protocol which functions reliably over a
e arguments for the collocated network can also li’]%isy network with a constant factor overhead. For the block

extend_e_d to the rand_om multi-hop network, to _ShOW that Wit&)mputation case, it is not hard to show that this can be
probability approaching onel a5 — oo, the maximum com- done, at least for the cases described in the previous sectio
putational throughput 'Q(logn) for type_.\-sensmve functions The scaling results would thus remain the same for a noisy
and @(m) for type-threshold functions. communication model, although the latency would be high due
One feature to note about the above results is that they @sethe long block lengths necessary for reliability.
scaling results in thenetwork size whereas communication However, classical information theory does not answer the
complexity results are often order results in termsiphabet question of how a generahteractive protocol designed for
size The former are thus more applicable when the netwogknoise-free network can be made reliable in the presence of
size is considerably larger than alphabet size. In a scalifgise. Consider a large network of several nodes in which
sense, we see that the computational throughput for typedistributed computation task consisting of several ptmint
threshold functions is exponentially higher than for typeoint transmissions and computations is to be performed: Ho
sensitive functions, in both the collocated network as wethuch error correction overhead is needed to make the overall
as the random multi-hop network. Also, multi-hop networksomputation reliable? The naive approach would be to make
allow for a far greater degree of in-network compression, aach transmission of the interactive protocol sufficiemélj-
consequently allow a higher computational throughput thaible, possibly through repetition coding, so that the uribn
the collocated network. all the error events on all the transmissions in the protbesl
There are however some drawbacks with the model ardfficiently low probability. In networking terms, this wigl
results described above. First, the model does not incatportranslate to providing link level reliability for every tamitted
node or link failures. It is not clear if these results easilpacket. While this naive strategy cannot be dismissed out of
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hand, the larger the number of transmissions in the intemctquestion.
protocol, and the smaller the number of bits in each indi@idu The same collocated network and noise model was also
transmission, the greater the overhead of such a scheme. studied by Kushilevitz and Mansour [7]. They considered

One of the simplest such problems was posed by El Gamiile class ofthreshold functions, i.e., functions which are
and studied by Gallager [6]. It involves a collocated networdetermined by whether the number of 1's in the network
consisting ofn nodes, each of which stores a one-bit meaxceeds some threshold (in contrast to the clasdypé-
surement. The communication model is broadcast with binattyresholdfunctions mentioned in the previous section which
symmetric errors independent from receiver to receiveatThrequired that the threshold be fixed and independent)of
is, only one node can transmit in a time slot, each transaonissiThese include the And, Or, and Majority. For this class of
is a single bit, and each node independently receives thuctions, they showed how to construct a protocol which
transmitted bit or its complement with probabiliteand1 —e computes the function in timé&(n). This is order optimal,
respectively. Consider the problem where the collectorenotlecause the number of transmissions required to compute any
desires to determine thgarity of the total number of 1's in threshold function in the noiseless casenigfor a proof of
the network. this elementary result see [4]).

The problem is to minimize the total number of transmitted An interesting property to note about the achievable
bits which will guarantee that the parity will be known toschemes for the two problems described above is that they
within a desired probability of error. Note that this reldxeare oblivious i.e., the order of transmission does not depend
requirement of inexact computation is necessitated by tba previous transmissions. This is not true of many of the
noise in the channel; exact computation with probabilitg omon-trivial protocols devised for the problems in the neise
is impossible. free model, for example median computation in the two-party

This is a simple instance of a problem in which the inforeommunication complexity case (see [2] for a description of
mation quantity at each node is small, but the total inforomat this protocol), and the Max computation in the collocated
distributed among many nodes is large. In the noiseless casetwork.
it is easily seen that transmissions are required to compute The direct applicability of these results relies on a scenar
the parity function exactly. This is thus a lower bound foe thwhere a large number of sensors are physically proximate
noisy case. enough so that each transmission is a broadcast, which may

The key feature of this problem is that any broadcast it be very realistic. However, this formulation is defihite
heard in independent noise by nodes, which could col- worth studying because that it captures the shared nature of
lectively thus make a good estimate of the bit. However, the wireless medium as well as the cooperative nature of the
make this pooled estimate known collectively would consunufistributed computation problem, which are the two esaénti
several transmissions. One could consider the naive agprofeatures of the overall problem of computing over wireless
of repetitive coding, which consists of each node tranémgitt networks.
its own bit k& times, resulting in a total okn transmissions.
The receiver could make a maximum likelihood decisiorY-
on the bit of each node. Simple analysis shows that if the The previous sections have addressed distributed computa-
desired probability of error is sufficiently low, the numtadr tion problems which are posed as functions of distributed da
transmissions per nodg, must grow asog n, which requires that are required to be communicated to a certain collector.
a total of®(nlogn) transmissions. But this approach does ndthese are special cases of a more general notion of an
utilize the broadcast nature of the receptions at all. interactive protocal which was introduced by Schulman in a

Gallager’s contribution was to devise a scheme whidiwo-party setting [8], and subsequently generalized tdray
requires only O(nloglog %) transmissions to guarantee anetworks by Schulman and Rajagopalan [9].
probability of error in the computation of parity of less tha The notion of an interactive protocol is quite general and
0. The scheme consists of dividing the nodes into subsegiswerful. Given a network of processors connected by com-
of size ©(logn). There are two phases in the algorithm. Imunication links, it can be defined as follows: Each processo
the first phase, nodes transmit their values repeatediyes, contains some input value, and the protocol specifies a set
followed by each node estimating the parity of the sum of bitsf transmissions which terminate after tiff& where each
in its own subset. In the second phase, each node transrmimsmission made by a processor on an outgoing link is a
its estimate exactly once, after which the collector makesfanction of its input and previously received transmission
maximum likelihood decision. Analysis shows that choosinghe objective of such a protocol may be communication of
k = ©(loglog %) guarantees a probability of error less thaa function, or simply data communication from sources to
d. some other nodes. Regardless, the only assumption that need

It is further shown that by using a suitable modification dfe made is that the protocol has available noiseless infavma
this scheme, with a number of transmissions per node thét idioks for its operation. Figure 4 shows the operation of such
the same ordek = ©(loglog %), all the nodal bit values can a protocol at a single node.
be obtained by the collector with high probability. Whether Schulman studied the problem of “simulating” such proto-
Q(nloglogn) transmissions is also necessary is still an opemwls on networks with noise. By “simulation” is meant the

INTERACTIVE COMMUNICATION IN NOISY NETWORKS



finite size suffices for a tree of arbitrary depth. An inforioat
symbol is mapped to a tree code symbol by locating the
Bt gt gL node corresponding to the string of previous transmissions
: b33 and identifying one of thek edges corresponding to the
information symbol. Decoding of a received symbol is done
by concatenating it with all the past received symbols and
determining the corresponding maximum likelihood path in
the tree.

Fig. 4. Operation of an interactive protocol at a single node The structure of a tree code guarantees that the greater
the number of receptions after a certain received symbel, th
greater the degree of confidence in decoding it correctly.

following: Given the input values available initially to @  The overall scheme consists of two layers. At the higher
node, specify a protocol on the noisy network, i.e., for eadlyer, each node decides whether its past receptions amst tra
node and each time slot, a mapping, from past received hitgssions are “consistent” with the original noiseless pcot,
(possibly in error) and input, to bits to be transmitted oand if so to transmit a symbol specified by that protocol. iif, o
the outgoing links, such that after this protocol termisatethe other hand, it discovers a mismatch between the cuyrentl
each node can reconstruct an exact copy of the sequencel@foded sequence of past transmissions and some previously
transmissions and receptions in the original noiselesopoh decoded sequence, it decides to transmit a “backup” symbol,

As in the one-shot communication case, classicalhich is a notification of error. These higher level symbaks a
information-theoretic coding theorems are inapplicableanslated to actual bits via the tree code. As more and more
This is because a node does not have access to the blockyrfbols are received, nodes will be able to correct pastsrro
information it wishes to transmit; this information becasneand subsequently propagate these corrections.
available, only bit by bit, as it receives transmissionsrfro One difficulty in the above results is that while tree codes
other nodes. Note further that these received transmissi@an be shown to exist, explicitly constructing them remains
may be corrupted by noise. Thus, errors could be due rmgen problem. Also, the question of how to construct a good
only to incorrectly received bits, but also due to wrongoiseless protocol to carry out a particular computatiomat
transmissions made due to past erroneous receptions. addressed.

In [8], this problem is considered for a two node network in From the perspective of sensor networks, a better formula-
which the nodes are connected by a pair of binary symmettion for computing under uncertainty may involve error egen
channels in each direction, each with capacity It is then such as packet drops and node failures, rather than bit level
shown that any noiseless protocol that requifesime-slots error events. The relevance of the latter goes back to the dis
can be simulated on the noisy network by a protocol whigtussion in the beginning of Section IV, and may be restricted
requires timeO(Z), with error probabilitye (7). to protocols which are “large” enough in terms of data so that

In [9], this result is extended to a network setting, where the overhead of guaranteeing overall computational riitiab
network ofn nodes are linked together arbitrarily by binarthrough per-packet reliability becomes too large.
symmetric channels of capacity bits/slot. If d is the maxi-
mum degree of any node in the network, it is shown that any
noiseless protocol which requires tirfiecan be simulated by a  Distributed computation problems can be posed in more
noisy protocol which requires tim@(% log(d—i-l)—i—% logn). general information theoretic settings. This permits tHdia

The technique that is introduced and used in the simulatition of a feature that is absent in all the previous formolagi
scheme is the concept of deterministic tree codeThis - the possible exploitation of correlation in the sensor mea
consists of a labeled—ary tree in which the edges are labeledurements, which could create a great deal of redundancy. We
with code symbols belonging to a certain alphabet. A string aow review some of the basic information theoretic results,
k—valued information symbols can be mapped to a code-wondhich lead to a more general formulation that incorporates
as follows: Trace the path specified by the string down tremmputation over wireless networks. We should note that
tree, where at each level the next information symbol sgecificurrently there are virtually no results in information ding
which of the k children of the current node to go to nextencompassing all these elements. So this remains a program
The code-word is then the sequence of labels on the edd@sthe future.
of the path traced. Note that this mapping need not be donédNe begin by considering the simple case of two sensors,
with complete knowledge of the input stream a-priori; inpuvhich take measurements in each time slot that are jointly co
symbols can become known one at a time. related, but temporally independent and identically disted.

The required property of such a tree code is that given ampe distributions of each pair of measurements of the two
two nodes at the same depth with lowest common parent sensors are given by two random variab¥sand Y, which
at depthh, the Hamming distance, or number of differinchave a certain joint distribution (see Figure 5(a)). The two
entries, in the corresponding codewords is at I%ﬁ(ﬂt‘ —h). sensors are connected through noiseless independentdiaks
It can be shown [8] that a edge-labeling alphabet of fixe@ceiver, to which the measurements need to be communicated

THH(bY, b5, bY)

50,05, bs)
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X R graph entropywhich is a measure defined on the two random
! variables and a certain graph defined by the funcfign.

.L. Another problem of interest in a wireless setting would be
Y Ry X Y a generalization of the formulation in [4] to a more general
channel model. Specifically, consider the problem of commu-

@ (b) nicating a function of independent sources to a receivegrerh

the sources have access to a multiple access channel. One of
Fig. 5. () Slepian-Wolf problem. (b) Wyner-Ziv side infaation problem. the simplest examples of such a problem is the following:
Consider two source$; and.S,, which have access to channel
inputs X andY of a multiple access channel, with output
The question of interest is to determine trate region or < = X +Y + N being available to a receiver, where is
the set of all possible pairs of rates at which the sourcgussian noise. The receiver desires to know the sumy’.
can be individually compressed and sent to the receiveh sud'® question of interest is to find the optimal power-diseort
that the the receiver can reconstruct the original sourgtis weUrve, i-e., for a given pair of transmit powels and P, what
vanishing probability of error. This problem dlecentralized IS the minimum distortiorD at which the sum¥ +1" can be
compression of correlated sourcags considered by Slepiancommunicated to the receiver.
and Wolf [10]. One could go further, and ask whether a set of correlated
The challenge in this problem is to exploit the correlation iSOUrces could be communicated over a wireless multi-hop
the measurements, even though the two sensors are separ3gh¥ork at a desired level of fidelity with respect to a certai
If in fact the two sensors did have complete access to ed@ft distortion criterion, which would model the functiombe
others’ measurements, then the set of rates which would all§°mPuted. Such a joint distortion criterion could, for exzen
perfect source reconstruction would in fact be all patisR, € defined aPD((X,Y), (X,Y)) := [f(X,Y) = f(X, Y)[2.
satisfying R, + R» > H(X,Y), where H(X,Y) is the joint T_h|s. would model a very genergl version of th_e prob!em of
entropy of the random variable¥ and Y2. Slepian and distributed computgtlon of a function overa multi-hop éss
Wolf proved the remarkable result that this same rate regidttWork. The solution to such a problem is unfortunatelyver
truncated by the additional constrain® > H(X/Y) and far from the current frontiers of what is known in informatio
R. > H(Y/X), is achievable even when the sensors have H¥0Y-
access to each other's measurements. In particular, thaasne
that if Ry > H(X/Y), then the required rate for the second _ )
source is the same in the no-access case as it is in the cemplef "€ formulations and results considered so far can be

access case (and the same is true for the first source whidsSified roughly as being concerned with determining the
Re > H(Y/X). optimal or at least order-optimal scheme to compute a disire

gregate function of nodal values. Some of these problems

VIl. GOSSIPBASED AGGREGATION INNETWORKS

In a wireless sensor network setting, it may be mo low for ch | H ‘ ati i
appropriate to replace the independent links witmaltiple aflow for channe errors. HOWEVEr, most are stafic Sollsin
accesschannel, and pose the feasibility question in tern‘FE'at they do not account fp_r nodal or link failures or.changes
of what transmit power pairs would allow the sources to q%:;work topology. In addition, such schemes require nodes t

communicated. This problem is open for the general case W how to process and T°”te data, which is Iargerlln ter.ms
of overhead than, say, routing protocols. In networks inclvhi

arbitrary joint distributions. h nodal/link fail f i h ¢
Another variation of the problem would arise if what isc,' Nodarinkiallures are frequent, suchEer-o-peeas

L o well as sensor networksandomized gossip algorithnisave
desired is not perfect communication of the sources, bherat . . T
. S . been studied as possible ways of providing robustness and
reconstruction of the sources to sofigelity, i.e., the receiver

wishes to recover estimaté$, Y such thate[D(X, X)] < d, fault tolerance, as well as scalability. _ _
E[D(Y,Y)] < d', whereD(-,-) is a givendistortion measure Gossip algorithms essentially consist of information @rop
This pr’oblea is,open as vx;eII gation through nodes randomly selecting neighbors to inéns

. : . . to in each round. There has been considerable work on
The special case of this problem in which one of the sources : . . .
. . L . . constructing gossip algorithms to compute aggregate immst
is known to the receiver aside information(see Figure 5(b)), . . .
: . in networks [13,14]. In comparison to the work described
and only the other is to be determined, was solved by Wyner . . -
. . ; I the previous sections, such approaches are more limited
and Ziv [11]. Orlitsky and Roche [12] have extended this ® th : . : .
. . . : : .In that the functions considered in most cases are limited to
case in which the receiver desires to know a certain functign

F(X,Y) of the single source& and the side informatio®’, averages, sums and extremal values. The advantage however

and determined the required canacity of the channel betw isnfault tolerance as well as simplicity in implementation;
req -apaclty ot e R computational operations that nodes have to perform are
the source and receiver as being a function ofdbeditional

restricted to very simple ones.

2 . Consider a network in which nodes initially contain some
More precisely, blocks of measurements could be commuedcat the lue | h d h d . inal
corresponding rates with probability of error going to zevith increasing state value n _eac roun_ » each node can transmit a single
blocklength. packet containing an arbitrary value to any other node. &@her



is no explicit cardinality bound on the number of values thatith the constraints in wireless networks. For example, in
such messages can take, but the implicit assumption ishthat& complete graph, the gossip formulation allows every node
message size is large enough to permit a high enough degred¢ransmit/receive in a single round, whereas in a wireless
of precision. setting this would not be possible. In order to properly estd
Typically, gossip algorithms to compute aggregates wodossip algorithm performance vs. the limits of what is polgsi
by maintaining one or more state values, and updating tlea wireless network, it is necessary to account for these
state value in each round after transmitting/receivingréage differences in constraints, and furthermore account fov ho
number of messages from randomly chosen neighbor(s). Foessage size, which for the gossip algorithms is assumed to
instance, [13] proposes a simglashalgorithm to compute the be fixed, grows with the number of nodes.
average. Th_e constraint in a push algorithm is that a node can VIII. CONCLUSIONS
receive multiple messages in a single round, but can transmi o o
only one message to one other node. The algorithm workg™ theory of distributed computation in sensor networks
as follows: Each node maintains two state valumsnand 1S s'ul! in its mfancy,_ if |t_ exists at all. Many of the for-
weight In each round, a node sendg™ and%ght to another mulations described in this paper app_ly tg ge_neral networks
randomly chosen neighbor, and to itself. It then perfornfd Processors connected by communication links, and as a
element-wise addition of all the received pairs to obtain dfnseduence do not capture all the essential featuresispeci

updated pair of state values. The estimate of the averagdggVireless sensor networks. None of the approaches address
sum the essential problem of how to compute a general function

we-il-gﬁé problem that gossip algorithms which compute aggr\é’-ith input distributed over a network, in a way that is robust

gates must deal with is the possibility of double countin (,)_unreliability: including link failures, packet drops@&node
i.e., contacting the same node more than once. The abi@@"res' and is scalable. Upper bounds to performance are

algorithm maintains the consistency property that the séim Rarticularly lacking in such problems. While it is often not
all the node weights is, and the average of all the sums ihard to construct schemes for specific functions, what is als

the true average. As a consequence of this, double countifgfded is a guarantee on how far from optimal such schemes

is not an issue. It is further shown in [13] that the abov@'®: _ _ _ _

push algorithm require®(logn + log X + log %) rounds to Aggregate fugctlons with relatively S|mple structure sash
guarantee ar approximation with pri)bability or error lessSymmetric functions are somewhat easier to handle, but many
than 6. This is order optimal, since it can be shown [15 unctions of interest do not have such a symmetric structure
that any gossip algorithm in any node graph require&(n) important instance being location dependent functionsisTh

rounds to compute the average with probability of error le@0 @Pproach for a more general class of functions is also

thane, where0 < e < 0.5. needed. hensive th | d dd
This algorithm is further generalized to compute functions A comprehensive theory also needs to address energy con-

based orlinear synopsesLinear synopses are functioffson sumption and netwgrk lifetime, in addition to. latency and
multi-sets which satisfy (S; | S2) = £(S1)+ f(S2), i.e., the throughput, as metrics of performance. There is much yet to

function values on distinct subsets of nodes can be adyitiv®® done-
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