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Abstract—In this paper we present fundamental results on se- sleep schedule to conserve power. If synchronization isdos
cure C.|OF2|( synchroni.zation and man-in-the-middle detgcn’m using tampered with in such systems, nodes may waste power waking
only timing information. Under the assumption of affine clocks, ;5 and transmitting at times when other nodes are asleeys, Thu
we present a clock synchronization protocol that can opera on S .
any channel on which data can be sent. We present a clock secure cI_oc_ksynphromzayon|s§prereqU|S|t§forserI_smvaks
synchronization protocol from the literature and add verification  t0 run efficiently in a hostile environment while keeping eegl
steps on top of this protocol. These verification steps forceman-  schedule. More generally, clock synchronization is neargser

applications involving wireless control. The stability afeed-

in-the-middle attackers, who want to delay traffic between he
endpoints and yet remain undetected, to impose only constan back control loop is affected by delay in the loop, thus krenige

delays on packets. In a special case, we show that it is podsitio

identify and ignore attacker-delayed packets. We then showthree
different types of attackers: a half-duplex attacker that can always
be caught using timing information alone, a double full-dugex
attacker that can never be caught using only timing informaton,
and a full-duplex attacker whose capability to perform man-in-the-
middle attacks depends on its location relative to the endpots and
on the turnaround times of the endpoints. In particular, we prove

ofthe involved delays is important. Clock synchronizattihus
desirable for a wide range of applications [1], [2], some bfck
are or will be deployed in potentially adversarial enviramts.
Clock synchronization, which provides consistent timexgis, is
also valuable for replay prevention. In this paper, we sedikit

an attacker’s ability to delay packets on the link that hetiis

by using secure clock synchronization.

Wireless networks, e.g. sensor networks, are often degloye
in hostile environments. In an adversarial setting, atexknay
wish to set up a link that does not have the properties of
the network in which it is embedded; this attack is called the
wormhole attack3], [4], [5]. Additionally, the attacker may wish
to tamper with the characteristics of a link between twatlegite
nodes; this attack is called thenan-in-the-middle attackAn
attacker performing either of these attacks does so in doder
obtain some level of control over a link, and can conseqyentl

Wireless links are useful in a wide variety of applicationsaffect the bandwidth, latency, and loss characteristicthat
Though wireless networks are often considered to be mobiilek. We consider wormhole attacks to be a subset of man-in-
networks, there are many applications for fixed wireless neéhe-middle attacks because creating new links is a subgbeof
works, including wireless mesh networks, sensor netwakd, general behavior of tampering with links.
industrial control networks, for which retrofitting a wiregbt- Higher-layer protocols may experience substantial perfor
work would be impractical or prohibitively expensive. Coangd mance degradation when trusting the existence of linksatet
to wired networks, wireless networks do not require as muchntrolled by an attacker. When forwarding routing protoco
extra infrastructure, such as in-wall wiring, wiring cltseand messages, for example, a link may appear very good, but when
conduits in which to run wires. Thus, fixed wireless netwates forwarding data packets, the link may degrade substantiall
often deployed due to quick setup and low cost. In this paper, we explore the limits afsing timing informa-

Clock synchronization can be crucial to scheduling in #on alone, such as clock synchronization, to detect mattén
wireless network. For example, some sensor networks usenaldle attackerdn fixed wireless networks without requiring
location information. We present solutions to this problehere
external location information is unavailable, for examplea
network where the power or cost of obtaining such infornratio
is prohibitive. In addition, we consider each link in isadet,

that certain attackers are impossible to detect using onlyiming,
and we construct defensive protocols that prevent all otheman-in-
the-middle delay attacks. A particularly noteworthy result is that
a single attacker using the same radio technology as the endits
can never successfully perform a man-in-the-middle attacko delay
traffic. These results form a lightweight man-in-the-middle attack
detection protocol, on top of which a wide variety of protocds
can be built, including routing protocols and more sophistcated
heavyweight protocols.

|I. INTRODUCTION
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without regard to any information that might be gained from Some prior work uses non-timing information to detect worm-
sharing information across links; we leave protocols tieafggm holes. Hu and Evans [7] solve the wormhole attack using di-
such sharing to future work. rectional antennas to detect transmitter locations theairenon-

In exploring the limits of this approach, we will show botrsistent with the physical directions in which the users #thou
positive and negative results. We will first show that undher t reside. Their scheme requires specialized equipment azsroi
assumption that nodes use affine clocks, any undetected mase timing information. Many approaches take a graph-#tor
in-the-middle attacker can impose only a constant delay fapproach to detecting wormholes, thus relying on the axiste
relayed traffic. We will then prove that in some cases, agaira§ other links and also often on location information. These
some attackers, no timing-based solution can detect amapti approaches [8], [9], [10], [11], do not use timing, and hence
attacker. In every case for which we do not give an imposgibil are orthogonal to our approach.
result, we design a protocol that allows us to detect theiipgc ~ The work most similar to our work is TrueLink [12], which
attacker. shows that wormhole attacks are difficult to perform whengsi

The balance of this paper is organized as follows. We discugg1odified version of the 802.11 Medium Access Control (MAC)
related work, describe the problem we are considering ftlyma Protocol because of the real-time requirement for transionsof
present our assumptions, and give our attacker model iiogdtt frames exchanged as part of a single packet. Our work extends
In Section IlI-A, we present a clock synchronization pratoc TrueLink, showing that under their attacker model (which is
that enables legitimate nodes to detect any delaying attabkt our half-duplex attacker), attackers can always be deteated
imposes a non-constant delay. In Section 111-B, we showithatshowing that under a full-duplex attacker (which can allow
the special case when an attacker controls at most somifracfor substantial wormholes under their scheme), attackans ¢
of packets, attacker-delayed packets can be identifiedymodéd Sometimes be detected. In particular, our impossibilisutes
after a certain number of packets are exchanged by legiimate theoretically proven, and we develop protocols thataet
nodes. In Section IV, we show the fundamental limits on déhe attacker in some instances where TrueLink cannot.
tecting man-in-the-middle attackers with timing info aéoand Previous work has also been done on clock synchronization
present protocols that detect such attackers whenevebfeods ~ Within a trusted environment. Graham and Kumar [2] present
Section V, we discuss practical issues involved in impletingn fundamental limits on timestamp-based clock synchrorinat
our protocols. We conclude our work in Section VI. and develop a clock synchronization algorithm that harstese
of the timing requirements necessary for control applicei
Specifically, they show that location information alone @ n
sufficient to determine node-to-node communication dedanbs
A. Related work clock offsets for timestamp-based clock synchronizatigo-a

rithms. Freris and Kumar [1] extend this result to networks o

_Inlthls patsver, IlNe ?ddress the pro_bletm whehre an lat';tatcker 'Nétes that use affine clocks and show that it is possible wtligxa
WIr€less network acts as a communications channet be Ndetermine both round-trip delay and clock skew relative to a

senﬁer and re_celt\_/er, e;]ﬁplllng thle at_tacker tol control fpiéc reference clock or reference node. Additionally, the arglsbow
such communications. ThiS 1S a c'assic éxample 0 O1€ " in their Lemma 3 that after clock synchronization, a transng

attack We are also concerned with the problem where an attaclﬁ%rde can correctly predict the exact time when a receivirdeno
influences the properties, including the latency, of a wsslink,

. ) will receive the transmitted packet on the receiving nodiesk.
generally called aman-in-the-middle attack

) ; We will make use of the result of this lemma extensively in
Certain previous approaches do not try to prevent wormholgésigning our protocols.

as long as they are contained within a small enough region.
Hu, Perrig, and Johnson [5] proposed countermeasures ushgProblem Statement
two different kinds of leashes: geographic leashes anddesthp  This paper studies fundamental issues in two important-prob
leashes. These leashes are based either on GPS informmation dems in wireless networks. The first problem is that olock
timestamps. Our work differs from the leashes approachusecasynchronizationin order to use the resulting synchronization for
while the leashes restrict the sender and receiver to bénwdth a real-time control application, we need to have an assaitiiat
certain range, theylo notprove that the link is free from attackerthe channel will continue to operate in the same manne vedier
interference. Additionally, we do not assume that clockgibe as during synchronization. Ousecureclock synchronization
being synchronized, as the temporal leashes approachweesprotocol, described in Section 1ll-A, assures these prigzer
also do not require any access to external location detatiom In the special case when an attacker controls at most some
services, as the geographic leashes approach does. fraction of packets, we show that a node can also identify and
SECTOR [6] performs distance-bounding based on the rapghore attacker-delayed packets after using our securek clo
exchange of one-bit challenge messages. This approaethsall@ynchronization protocol.
both parties to bound the distance between themselves bst do The second problem builds on top of our solution to the first
not assure that an attacker does not maliciously lengthen piroblem. Once we have synchronized clocks across a link and
distance or replay the packets; it merely limits the distaon ensured that the link will continue to behave consisterign
which the attacker can perform such replays. in the presence of an attacker, can waetect that attacker

Il. BACKGROUND



using timing information alone? In particular, secure clock private key can be derived using a number of techniques, such
synchronization will give nodes their relative skews arglttme as a public-key infrastructure, as long as the chosen tquaknis
at which one node needs to send a packet in order for it mesilient to traditional man-in-the-middle attacks. Otiaeker is
reach the other node at some given time on the other node@nputationally unable to break the cryptography chosethnto
clock. When considering this link in isolation, can we usis thparticular instance of the protocol. Furthermore, ourckia's
link in a way such that we can detect the attacker? We do raimmunications resources (transmitting and receiving)iar-
consider solutions that require having location informatsince ited, as described in Section II-D.
location information is not always available. AdditionalFreris This shared key can also be used to derive a spread-spectrum
and Kumar [1] point out that having location informationgie. key to mitigate physical-layer jamming attacks [14]. Désui&
via GPS) does not necessarily help determine total delay frservice attacks at the physical layer are, therefore, lzbyioa
sender to receiver, as the delay is composed of contritaiticgtope of this paper. We assume that an attacker cannoteviolat
from mechanisms besides propagation delay (e.g. packetizacausality. Additionally, we assume that if an attacker gela
and network stack traversal). Our work is also orthogonal to packet, that delay must result in the packet arriving at its
graph-theoretic approaches, which is important becaus® sadestination after the time when the packet would have atrive
networks have an insufficient number of links to make grapbtherwise (i.e. via a direct transmission). Because weidens
theoretic approaches work and because a sufficiently palverdnly a single link, we do not contemplate a MAC protocol, nor
attacker could cause the exclusion of some legitimate nomdeslo we consider attacks against MAC protocols.
such approaches. We assume that the two endpoints do not move for the lifetime
In addition to protocols that solve our second problem aff the link and that in the absence of an attacker, the rotipd-t
attacker detection, we are interested in the theory of whin ttime between the endpoints remains constant. This alsagmpl
problem is solvable. In fact, previous work has suggestetesothat the speed of the channel between the endpoints (in @rms
limited solutions to this problem, but our work expands thys latency, not bandwidth) does not change over time. Conselyue
showing the set of all cases where this problem is solvahle.the one-way delay time experienced in each direction msst al
particular, we consider three levels of attackers. For éagl, remain constant over time.
we either show that a solution is impossible or we give a smiut  We assume that the endpoints have some limited ability to
that detects the attacker. communicate. In particular, we allow an endpoint to tragmi
) receive for any amount of time it wishes, but after it finishes
C. Assumptions transmitting and begins to receive, or after it finishes idog
Since we are using only timing information to detect attaske and begins to transmit, the endpoint must wait an amourinaf ti
most of our assumptions relate to the timing of events within called theturnaround timebefore it can effectively begin the new
network. We begin by analyzing the scenario where therelis oractivity. Packets that arrive during the turnaround preeee not
one link, which can use the channel whenever it wishes. received.
. Becau;e_vve_cons@gronlyasmgle Ilnk, we assumfa_that rnenlbg Attacker Models
side of this link is malicious. If one endpoint were malicgpthen
there would be no need for the attacker to affect this linkgsi  The concept ofhalf-duplexand full-duplexare important to
the attacking endpoint can affect the link directly anywag.a the understanding of our work and how we avoid certain kirfds o
result, we require an upper-layer protocol to handle theipiigy ~ attacks. We call a nodéalf-duplex if it can transmit or receive
of node compromise. but cannot do both simultaneously. The endpoints desciibed
As in previous work [1], [13], we assume that each node h&gction II-C are examples of half-duplex nodes. We call 2enod
a clock that is affine that is, given the reading; on some true full-duplex if it can simultaneously transmit and receive but can
clock somewhere, a nodé will read a clock value ofd(a;) = concurrently handle the reception of at most one message and
Saa; + o4, with S4 > 0, whereS., is called theskewando,, transmission of at most one message. We call a remieble full-
the offset We assume thass ando, are not initially known. duplex if it can concurrently transmit two messages and receive

We also assume that these nodes have the capability to salgurdW0 messages. .
timestamp incoming and outgoing packets. We assume that an attacker is free to do as he pleases, except

The pair of nodes sharing a link also share a private key. Tt he desires to remain undetected. In particular, theelet
keying assumption prevents traditional (cryptographiaprn- S free to use additional hardware such as directional aatgn
the-middle attacks, and can therefore be used for auttaingz €Missions detection hardware, etc. Also, the attackedi® teas
packets and providing confidentiality. Moreover, the nostesd 2N infinitesimal turnaround time, that is, it takes a halpiéu
unpredictable and verifiable messages to each other, forgea attacker negligible time to switch from receiving to travitiimg
by using CBC encryption and message authentication coties. P' V!Ce versa.

Ourintuition is that if the attacker is half-duplex or fulliplex,

Lin a network with more than one link, links can share the ckattimough  we can detect the attacker mwerwhelming the attacker’s radio

time-division multiple access (in which case the scheduded must be aware of hardware Specifically, a node’s radio hardware is overwhelmed

each user’s transmission time requirements), frequeivigi@h or code-division . . e , .
multiple access (so all links can be used simultaneously® @ombination of when the transmit or receive capabllltles of the node’sarade

these MAC protocols. exceeded. One example of when radio hardware is overwhelmed



TABLE |

NOTATION a second message frafhto A. Following the notation of Freris
and Kumar, we denote the send and receive times as measured on
[ Symbol | Definition (units) | thelocal clocks for messagass; andr;, respectively. Assuming
A Turn-around time of nodet (s) the endpoints use affine clocks, the time on ngdelock at the
0AB The one-way delay from A to B (s) i fi .. —g After th h
7 Round-trip time without attacker (s) rue timeae; 1S jlai) = 74 + 0;. ATer the message exchange
! Measured round-trip time including delay by attacker (g described above, endpoints are able to calculate
MAR. Attacker’s delay of packet from A to B (s)
04 Clock offset of nodeA (s) 7 s1 1 0 1 S;
Sa _ Clock skew of nodeA so | |2 0 —1 1 SngB
SBA Relative clock skew of nod® to nodeA, Spa = Sg/Sa = 1 0 1 S.5
PAB The distance between noddsand B (m) s 53 79BA
[ The speed of light (m/s) S4 rg, 0 -1 1 0j
W e N The authors then note that the 4x4 matrix in the above equatio
A : ; A has a rank of 3. Thus, there is no unique solution for the vexto
Mea,/ \Mag, values on the right hand side of the above equation. Howtheer,
M skew is uniquely determined by this system of equationserAft
some manipulation, the authors also show that nodes caitpred
R ‘ . the times at which a remote node will receive a message sent
1 P | 1 = | to it by the local node. This prediction is possible becalige t
(8) Without attacker (b) With attacker phred|gt|on equatyoqs only make use of the particular sofuto
Fig. 1. Message passing example of notation the above equation:
is when a half-duplex node is transmitting a message and-ther Tk = S;‘Skl +850% (kodd
fore unable to receive an incoming packet because both happe re = SiTsp+d4p (keven
concurrently.

The starred quantities above denote particular solutiortbe
I1l. SECURECLOCK SYNCHRONIZATION matrix system of equations presented above.

In the previous section, we provided a description of the Using this clock synchronization protocol allows legitit@a
man-in-the-middle attacker and introduced our assumgtibn N0des to impose restrictions on would-be man-in-the-reidd|
this section, we will use the clock synchronization techiq 2ttackers, who want to delay packets passed between the two
proposed by Freris and Kumar [1], and we show that a ma@Rdpoints. We describe these restrictions in the follovtireg-
in-the-middle attacker can stay undetected only if he delalff™M-

messages from one legitimate node to the other by a constafheorem 111.1. We assume a fixed network (constant delay
delay. We will use this property extensively in followingsens. petween two neighbors) where each node has an affine clatk, an
For ease of description, Table | shows our notation, which &hy two neighbors can authenticate data transmitted by thero

also partially illustrated in Figure 1. We will treat all dafling ¢ synchronization protocol can eventually detect angickter
attacker nodes as a single unit, thus attackeconsists of one tpat imposes a delay that is not constant.

or more nodes spread throughout the network. For our clock

synchronization protocol and Theorem 1111, the only liatin Intuition: The received timestamp of packets sent from
we place on the attacker model is that the attacker does mut wd t0 B are, in the absence of an attacker, affine in the sending
to be detected. timestamp of those packets, so any attacker-induced delay m

Because we use affine clocks and can infer processing deRl§0 be affine in the sending timB. can calculate a skew from
we can place stringent limitations on what behavior thecktta these timestamps, but if the calculated skew is smaller tihen
can carry out without being detected. We include in the mosib  actual skew, then the attacker-induced delay is decreaai
processing delay all delays between when the clock syniaon when it reaches zero, the attacker will be caught since heatan
tion application releases a packet and when the packetlgctugcausally send a message. Furthermore, the product ofetes sk

is transmitted by the radio, including, for example, paiegton in both directions must equal one, so if the skew is increased
delay and MAC layer delay. in one direction, then it must be reduced in the other dioagti

so an attacker that wants to remain undetected may only ienpos
A. Clock Synchronization Protocol constant delays.

We will now present the result of Freris and Kumar [1], which Proof: Let ay,as, ..., ax represent the true-clock trans-
shows that after clock synchronization, legitimate nodessend mission times of noded, and letby, bo, . .., by represent the
messages to each other and know exactly the time on the rentate-clock transmission times of nodk Letd 45 be the normal
node’s clock when the remote node receives the message. Tdenstant) delay fromd to B, andm 4, be the delay that the
synchronization is performed between 2 nodésnd B, over a attacker introduces on thigh packet fromA to B. We define
single link. The synchronization uses 4 messages, onersent fthe affine transformation functiond(a;) = Saa; + 04 and
Ato B, one sent fronB to A, a second message frofrto Band B(b;) = Sgb; + op, where the domains are all true clock



Events Delay  Truetime Timestamp

packets sent by the sender, at least 1 is directly receivetieby

A Ala
Y b “ receiver. We call this arat least 1 out o, channel. A network
J\ e designer is free to set arbitrarily to match the desired quality
2 B by B(b,) of service goals for the network. In the special case whege th
FIAL % Aaz) attacker does not control all packets sent on a link, thathgre
" |Mae some packets are directly receivable by the legitimate eindp
M\B b, 50, nodes, then we can improve upon our previous result of merely

detecting the attacker. In this special case, we can cantouse
a channel even in the presence of an attacker, while igntiimg

times and the ranges are the times measured land by B, attacker-delayed packets. This tolerance is also apjtitalthe

Fig. 2. lllustration of Theorem Il1.1

respectively. useful situation when the attacker completely controlsika tiut
Node B can compute the difference between the sendifigen leaves and no longer affects a link.
and receiving timestamps of packetusing di = B(a; +  we consider the situation where some packets are directly

dap + mag,) — A(a;). Using the expansioB(a; + dap +  received by the endpoint nodes, and other packets that would
map,) = Bla;)+58(0ap+map,) and adding and subtractinggiherwise be lost are relayed by the attacker to the endpoint
SpaA(a;), we get after some delay. We even allow the attacker to somehow have t
knowledge of which packets are directly received by theivece
d; = SpaA(a;)—A(a;:)+B(a;)—SpaA(a;)+Ss(6ap+map, 9 P y y
pad(a)=Ala)+B(a:)=Spadlen)+SpCas+mas:) and which are not, and thus the attacker can selectively oelly

We simplify using the definitions aB(a;) and A(a;) the packets which were not directly received. Using theltedu

_ ‘ ‘ Theorem l11.1, the endpoints would be able to detect thekeia

Blai) = SpadAla:) = (Spai+op) = (Spai+Spaoa) i giq not delay packets by a constant amount. However, vlle w

= op—5BA0a to get show below that the legitimate endpoint nodes can contiaue t

use the at least 1 out afchannel.
d; = (Spa — 1)A(a;) + Sgmap, + o — Spaoa + Spdap

_ . If the attacker can cause fewer than Irife.g. 1 inn + 1)
Thus, whenn 45, = 0, thend; is affine ina;, so the attacker 1+ 1yore than 0 packets to be directly received, then thelatta
must choose a4 g, that remains affine in; in order to remain is caught. Hence, the link may be removed by Theorem I11.1
undetected. o _ _ _ because the attacker causes a non-constant delay and tig qua
~ From any twod;, d; (i # j) and their corresponding sendingy¢ seryice criteria has not been met. If the attacker somehow
timestampsA(a;), A(a;), B can compute itsperceived skew (5,505 0 packets to be directly received, then this spétciaisn
relative to4, d—d collapses back to the case where the attacker has complete
Spa= # control. Since nodes have affine clocks and attacker-delaye
(a;) — Afai) packets do not arrive before the time they would have arrived
We knowm 4, is affine, so it is either a constant, increasingwithout delay, plotting the receiver timestamps of packgesinst
or decreasing function ol (a;). When it is increasing$z , >  the transmitter timestamps included in packets resultssrdata
Spa, and when it is decreasing 4 < Spa. points corresponding to the directly-received packetsifiog a
If map, is decreasing, after finite tima 45, < 0, at which line, and all other points lie above it. Such a line isiapporting
point the attacker would be caught due to a causality viotati hyperplanein this two-dimensional space. In other words, all
so the attacker must chooSg , > Sp4 to remain undetected. packets that are directly received lie on a supporting hylpee,
A parallel argument for packets sent frasnto A shows thatthe and all relayed packets lie above that supporting hypeeplan
attacker must also choos¥, ;, > S to remain undetected. because of causality. Therefore, the endpoints can usértkjs
Thus, to remain undetected the attacker chod8gsS; , > knowingly using only the directly received packets, afegaiv-
SapSpa = 1, butwhenS’, ;5% , # 1, we can detect an attack,ing a certain number of packets directly. The following leaam
thus to remain undetected, the attacker mustch8fse= Sga, states our result formally.
which implies thatn 4 5, is constant. [ |
After clocks are synchronized as described in this section,emma IIl.2. Consider a wireless link where an attacker can-
when A sends a packet, it does so notifyiBgf when to expect notdelay all packets, and atleast 1 in evergontiguous packets
to receive that packet accordingBs clock. If the attacker ever are received through direct transmission from the endidn
delays a packet by an amount inconsistent with its priondelathis at least 1 out of. link, after the transmitting endpoint sends

that misbehavior is instantly detected. at most2n packets, the receiving endpoint node can knowingly
) , ) use only directly received packets in spite of any attacheéuced
B. Tolerating a Selectively Relaying Attacker delay
So far we have considered a link where the attacker completel
controls the channel, that is, it can arbitrarily delay atkets. Proof: We will refer to Figure 3 to help illustrate various

We will consider the following lossy model for the direct cimel points in this proof. In this figure, the x's represent relhye
from the sender to the receiver: Out of every evegontiguous (delayed) packets and circles represent direct (non-dd)ay



packets. The vertical line divides the first sehgfackets (Set 1) w0
from the second set of packets (Set 2).

After 2n packets, the receiving node calculates potential sup-
porting hyperplanes formed by one point in each of Set 1 (i.e.
packets 1 through) and Set 2 (i.e. packets+ 1 through2n).
There is at least one directly received packet in each oétbets.
Furthermore, the only hyperplane containing a packet i eac
of the two sets of packets and supporting the data points from ol
below is the one formed by only directly received packets. We 1
can prove this by breaking the receiver’s choice of the twinfgo 0

O Direct packets
x  Relayed packets
{Direct, Direct} line

Receiver time (s)

Set 1: packets 1, ... n Set 2: packets n+1, ... 2n

0 1 2

(which form a line) down into four cases, one packet from each Transmiter me ) 7
setof packets (listed gPacket from set)t- (Packet from set2 Fig. 3. lllustration of Lemma I1.2 withh = 3
where each packet is listed as either R for Relayed or D for ta P TPy 2P
Direct): 1) R-R, 2) D-R, 3) R-D, and 4) D-D. A

\
Case 1. In this case, the receiver calculates a line formed p p
by two relayed packets, one from each of the two sets of
packets. We show that the line formed by these two packets
cannot support from below all of the directly received paske
B

The R-R line is either parallel to or intersects the D-D lifighe
lines are parallel, then the R-R line necessarily is sugoidrom
below by the D-D line because relayed packets are delayed by

the attacker, moving those points in the direction of insie@ another node will receive a message. Additionally, incstesit
receive time and off the D-D line. If the lines intersect, R&R  pehavior by a man-in-the-middle attacker is instantly diete.
line may support from below direct packets from one set btit phys, by Lemma 111.2, legitimate endpoint nodes can usela lin
both sets because the R-R crosses the D-D line at only ong sp@thout interference from an attacker.

either to the left or to the right of the chosen relayed packet

The two lines cannot intersect between the two chosen relaye V. CHANNEL VERIFICATION

packets because we assume packets are not relayed such theger synchronization, legitimate nodes can verify therafel
they arrive before they would if they were received diredflthe 1 jatect man-in-the-middle attackers with certain radipac

intersection is to the right of the relayed packets, therdtrect ;a5 1n this section, we prove when a node can and when

packets from Set 1 are necessarily below the R-R line becaysg,nnot detect an attacker, if the only information avaliais
relayed packets can only be delayed. The same argumerﬂapg”ning information over a single link.

to the situation where the two lines intersect to the lefthef t
two relayed packets, but in this case the direct packetstii2 Sea. Detecting a Half-Duplex Attacker

are necessarily below the R-R line. Thus, the R-R line cannot hi . il dinFi
support from below directly received packets from both.sets In this section, we proposgaprotopo lustratedin F|gL_|.l|. el
' detects a half-duplex man-in-the-middle attacker. Thaeitioin

Case2: Consideraline formed by adirectlyreceived paCk‘EJtehind the protocol lies in the fact that the half-duplexeker

Set1and a relayed packet _fror_n Set 2. B_.ecause th_e intensecggnnot simultaneously send and receive. Thus, if a message i
of the D-R line and the D-D line is at the directly receivedigstc sufficiently long, the attacker cannot delay all messagesdmn-

from Set 1 an_d because the relayed packet from Set 2 Iie:eabglsém’ which violates the synchronization result of Theoli. 1.
the D-D line, lines formed by D-R packets cannot support from Let node A first perform clock synchronization with the

below the direct packets from Set 2. intended recipient, nodB. Let r be the round-trip time if there
Case 3: This case is the same as Case 2 above, except 0 man-in-the-middle attacker betwednand B, and let/’
the direct_ packets from Set 1 cannot be supported from beyow | the measured round-trip time betwednand B with an
the R-D line. attacker. IfA andB can synchronize their clocks successfully as
Case 4: The case where the supporting hyperplane {fiscussed in Section IlI-A, then by Theorem ll1.1, the dttac
formed by two directly received packets is thus the only i@ma js undetected only if the attacker-induced delay in rout-t
ing choice for a supporting hyperplane that supports alke®c time, +/ — r, is a non-negative constant. After clock synchro-
from below. nization, A starts timing at time/4, and sends td3 a signal
After the exchange of thesn packets, the receiver only of durationg > 1 (r’ + 7) including a timestamp, wheres
accepts packets received on the calculated supportingr lowethe turnaround time aB. These steps are illustrated without
hyperplane, eliminating packets delayed by the attacker. B an attacker in Figure 4. Upon receiving the signal framB
In summary, through Theorem Ill.1, we prevent a man-in-thewitches from receiving mode to transmitting mode. Aftex th
middle attacker from selectively delaying messages byrdltiae turnaround times, B also sends a signal of the same duration,
a constantamount, and we enable nodes to choose a time at whiong with a timestamp, td.

T8

Fig. 4. Detecting half-duplex attacker



Upon receiving the entire signal frol, A calculates the 0 an Z‘pAM/c—sTTA
elapsed timeTe;qpseq. The total elapsed time calculated By ! A 7 A
is expected to be the sum of the previously measured rouymd-tr AN e 2
time, B’s turnaround time, and twice the signal duration. But Pem/c2r X7 A
4 ™B < 2ﬂr SOTelapsed =7+ 7B + 26 < 46 In the : M
following lemma, we prove that a half-duplex attacker wid b / N
detected using the described protocol. ! 5

Lemma IV.1. The above protocol can detect a half duplex z (1) BB

man-in-the-middle attacker. ) . .
Fig. 5. Detecting certain full-duplex attackers

Proof: A half-duplex attacker can only receive or transmit o _ n
but not both simultaneously, hence the attacker needs stt [§2nsSmitting, and fronB to A when is not transmitting. The
four times the signal durationig): 3 to buffer the signal from attacker is undetectable B8 becauseB receives all ofA’s
A, some additional amount for a del@to replay the signal t@3, Messages. Similarly, the attacker is undetectablé tecause
3 to buffer the signal fronB3, some additional amount to delay,A cannot tell that it is not receiving any messages. u

and 3 to replay toA because the attacker cannot predict aheag s o|iary 1Vv.3. With timing information alone, a pair of nodes
of time when the messages will be sent. However, this elapsgdyng p cannot detect any attacker if the measured round-trip

time T/,,,.cq = 40 exceedslciapsca €xpected byd. Thus, the ime hetween them is shorter than both turnaround times, i.e
attacker is detected. B andr < 7p.

B. Detecting a Full-Duplex Attacker Proof: Since packets are forwarded by the attacker, the
Assume that the attacker has better technology than normagthcker must be less than a distance $f away from one of
nodes, allowing it to handle full-duplex traffic. The attack the two nodes. However, > v’ andrs > 7/, thus the attacker
can simultaneously transmit and receive data unlike legite s sufficiently close to at least one of two nodes to avoidctia
nodes, which are half-duplex. In this section, we show wh&n i by Lemma IV.2. [
impossible and when itis possible to detect a full-dupléeacier 2) Possible:Now that we have shown animpossibility result,
using timing alone. o _ ~we develop a protocol that detects a full-duplex man-in-the
1) Impossible:We now show that it is impossible for a pairmiddle attacker in every other case. Given the distancedzstw
of nodes to detect the presence of a man-in-the-middlek@ttac the attacker and each node is greater than half the product of
M, ifthe distance between either endpointand the attackesss each respective node’s turnaround time and the speed df ligh
than half the product of that endpoint’s turnaround time #ed (pr; > c%,Vj € {A,B}), we propose a protocol that can
speed of light§;j € {A, B} such thapyr; < c¥). detect the presence of a full-duplex man-in-the-middiecker.

Lemma IV.2. With timing information alone, a full-duplex The intuition behind our protocol is to force the attacker to
man-in-the-middle attacker cannot be detected by a paiatf h both receive two messages simultaneously and to transmit tw
duplex nodes if the distance between one of the nodes andfssages simultaneously.

attacker is strictly less than half the product of that nade’ First, the two nodes start the protocol by performing clock
turnaround time and the speed of light. synchronization, as described in Section IlI-A. Nodésand

i B then coordinate their transmissions so that they will agerl
Proof: Let the turnaround time of node be 7. If the 4 any intermediate attacker, as long as the distance betwee
attacker,M, is less than a distance ofy* away fromA (i.. e attacker and each endpoint is greater than half the produ
pama < ci3), then the attacker can always forward messaggs that endpoint's turnaround time and the speed of light th

eXpeCFed by a qo_de. ] ) is, Vj € {A B}, pjm > c%(i.e.Tj < 2p;m/c). Thus,
If Aistransmitting, theml will not be able to receive message%. € {A,BY,2p.a/c —; > 0, s0 we can define an =

until 74 later sinceA is half-duplex. However, messages senf; - AE; (27p’MJ/c — 7)) 7> 0.

by A reach the attacker less than half the turnaround time afterBJE{eg’in}S trajnsmittiné two round-trip times before some pre-
i i @PMA TA if Ai itti i _ : . o .

being sent (i.e~74 < 7). Thus, if A is transmitting at time defined 0O time on its clock and stops transmitting at timel 0.

¢ ang thlts f|s det?ted by the atta;ke&at pra/ C.’f ttr;e at:flclT(er then sends a packet that arrives at the first time/shedn receive,
nheed not forward any messagesA0MOoreovet, It tne attacker w, s at-- to do so,4 transmits a message of lengtht time

forwards messages 4, those messages would readtat time 75 — &y 5 (Section I11-A shows that! can do this without know-

bt .2PMA/C <1 —; A Theref(;]z:ionly mes_s_agesé)fraamto f; ing ¢’y 5). We now show that these two messages must overlap at
are important o the system when's transmitting. On the other y, o attacker, and that the attacker needs to both simuliaheo

hzndl,( i thhe a};af ker sgrzﬁes ﬂfms not trans_mt|:1t|ng, t?e“; thhe receive two messagesdsimultaneously transmit two messages
attacker should forward the only messages in the systemistha;, e 1o successfully defeat the challenge.

messages frons to A.
In summary, the attacker can always forward messages eXheorem I[V.4. With timing information alone, a full-duplex
pected by a node by forwarding fromd to B when A is man-in-the-middle attacker will be detected, if the distn



between the attacker and each node is greater than half tban transmit a message such that the receiver will rece&e th
product of each respective node’s turnaround time and tkedp message at a time chosen by the transmitter according to the
of light. receiver’s clock. This message begins arriving at the kdtac

Iat T8 — 0"y 5 + pam/c. From the definition ok we conclude

Proof. First, we will S.hOW that the two messages WIIthat the attacker must begin relaying the message fitota A
overlap for the entire duration of the short message, and tha

the overlapping portion is heard in its entirety at both evid{s 45 soon as it finishes receiving the message {rbin order to
. . . avoid any gap (and hence detection) between whdmishes
Second, we will show that the attack&f, must transmit portions y 9ap ( )

. . . transmitting and whenl can begin receiving messages. That is,
O.f both packets S|m_ultaneously. Since the attap kgr Camm'tfrom the attacker’s perspective, the attacker must transmi
simultaneously receive two messages, nor can it simultastgo p oo
: ; ! from7g — &y 5 + pan/cuntil &y 5 — pani/c.
transmit two messages, the attacker is necessarily ddtecte '
Fi 5 illustrates the followind di ; th dwh The attacker also must forwaufs message td such that

lgure o1 USdrfil es € %meg tlsccj:utsm(t)?ho gw in "’I'v €B will start receiving it atrp. That is, from the attacker’s
messages need 1o be exchanged to detect Ihe attacker. 70 pective, the packet must be forwarded from the attdaok@r
that the two messages collide at the attacker is straighdifiat.

. . . rOl|TB—pB]u/Cunt“TB—pBM/C—l-E.
/
First, we observe thaB sends; a message a/er SO |t/ arrives Sinced, , is composed of the propagation delays fréto
at the attacker appnr/c — 21, ppu/c — 2 < —r/, using

'S /e, and Je— 217 <~ usingr’ > &1, We M and fromM to A, the delay imposed by the attacker, and
"= pBM/C ANUPBM/C = 4T < —0ap " AB- ossibly other delays, th > DAl b
getppun/c — 2r' < 7 + pam/c — 845 after we make use possIbly ys, thé¥y 4 > pan/c+ ppu/c+mpa by

of the facts thatp > 0 andpaa/c > 0. The attacker first composition. We then apply this inequality and get
receives the message frofmat s + pan/c— 8y 5. The packet 75 — 84p + pan/c < 78 — ppm/c—mpa < 7 — ppum/c
from A endse later atrg + pan/c — 0’y 5 + €. By substituting
the definition ofe, we show thatz + pan/c — 045 + ¢ <
T + pam/c — 85 + 2pBMm/c — Tr. By rearranging we get,
T.B —|—pAM/C— 5143 +e< pAM/C—FpBM/C— 5143 +pBM/.C.
Finally, using the fact that s /c + png/c < g, We arive  rp e — ppar/e < ppa/e < ppafctmap < Oyp — pan/c
attg + pam/c— 0 g+ < ppu/c. Since the attacker finishes _ o _
receiving the message frof at psy;/c, the message from This inequality means that the attacker must finish forwagdi
collides with the message frof at the attacker. from A to B before the time it finished forwarding frol to
that B obviously receives a message at time since it stops the message fronB to A to avoid detection. Since a full-
transmitting at time 0A transmits untits — &', 5 + ¢, and is duplex attac_ker cannot transmit two messages simultaiygous
thus able to hear messagesmat — &, ; + ¢ + 74 < 75 — (heattackeris detected. u

g + 2pam/c — Ta + Ta (using the definition o), where C. Double Full-Duplex Attacker
T8 — g + 2pam/c —Ta+Ta = T8 — 04 + 2pan/c. In

order forA to hear amessage by—0'y 5 +2p.41 /¢, the attacker
must transmitit by time s — 8, 5 + pan /¢, which is exactly the

That is, the attacker must begin forwarding frd#to A earlier
than when it must begin forwarding frorh to B. On the other
hand, we also apply the definition oto get

Lemma IV.5. An attacker equipped with a double full-duplex
radio cannot be detected using timing information alone.

beginning of the message overlap at the attacker. In othedsyo Proof: A constant forwarding delay cannot be detected
for the attacker to successfully transmit both of the oygiag  using timing alone because this delay is indistinguishéiole
message segments whilecannot receive and before timg —  additional normal propagation delay. A double full-dupkex

s + pam/c, the attacker mustimposereegative delapn the  tacker can simultaneously receive from and transmit to bbth
overlapping portion ofthe message fréinHowever, this packet, and B. The double full-duplex attacker can thus receive a signal
like every other packet, is checked for consistency witftithe  from A, delay it and replay it td3, and simultaneouslyeceive
synchronization described in Section l1I-A, so the attagkeuld 3 signal fromB, delay it and replay it tol. A double full-duplex

need to acausally send all packets frdimto A. Since this is attacker can inject a constant delay, and thus, cannot keteet
clearly impossible, the attacker will always be detected. with timing information alone. m

We have now shown that the attacker needs to receive two
packets at the same time, but because it cannot do so, thieatta V. DiscussioN
will be caught whenever multiple packets arrive simultarstyp With secure clock synchronization, our protocols can catch
at the attacker. all half-duplex attackers. In addition, we can catch fulltex

We now also show that the attacker must transmit two packetsackers if the attacker is at least a distance-d§f~ away from
simultaneously for a positive duration of timd. transmits its legitimate nodes.
message taB from 7 — ¢’y to 75 — 0’45 + € according  These results indicate that an attacker that wishes to carry
to B’s clock. A does this by choosing to transmit such thadut a man-in-the-middle attack and not be detected will irequ
the message begins arriving & at 75, which is possible superior hardware to what the legitimate nodes in the nétwor
because of our result shown in Section llI-A, where a trattemi possess. For example, if legitimate nodes are only halfedup



TABLE Il

TURN-ARGUND TIME attackers, we developed tight impossibility results dbsuy
_ when an attacker cannot be detected, and we gave algorithms
Network || 802.11a| UMTS TDD | WiMax TDD for each scenario that is not impossible that will detectcktbrs.
T 2us 2548 5us

One interesting result is that when an attacker uses the same
technology as legitimate nodes, the attacker is alwaystidike.

the attacker requires full-duplex hardware. Similarligditimate
nodes have hardware with fast enough turnaround time, @& hav

full-duplex hardware, then the attacker requires hardwiaae [1] N%fM- Fr?risk and P. R. Ktlimar, “Fundagwntal fLiﬂﬂts 0?] Symﬁzaticzn of

: _ Affine Clocks in Networks,” in Proceedings of the 46th IEEE Conference
achieves double full du_ple_x performance. . on Decision and ContrglDecember 2007, pp. 921-926.
To assess the practicality of our protocol for detectingrful [2] s. Graham and P. Kumar, “Time in general-purpose corsystems: the

duplex attackers, we considewvalues for real networks. Table Il control time protocol and an experimental evaluationecision and

e : Control, 2004. CDC. 43rd IEEE Conference,orol. 4, pp. 4004—4009
showsr values specified in IEEE 802.11a [15], UMTS TDD Vol.4, Dec. 2004.

mode [16] and WiMax TDD [17]. In IEEE 802.11a,is 2us, [3] P. Papadimitratos and Z. Haas, “Secure routing for neolksitl hoc
implying that a full-duplex attacker is detectable if thetdince networks,” in Proc. the SCS Communication Networks and Distributed
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1 , . .

c- 57 = 300 m, as described in Section IV-B. Based on thisj4] k. Sanzgiri, B. Dahill, B. Levine, C. Shields, and E. Belg-Royer, “A
result, a shorter turnaround time is needed to secure dgains  secure routing protocol for ad hoc networks,” iRroc. the 10th IEEE

full-duplex attacker. However, when is sufficiently small, or :\rl'é?,m;ég; arl,pc °7”§‘3§7” ce on Network Protocols (ICNP/02aris, France,

the distance is sufficiently large, such as in Low Earth Orbifs] v.-c. Hu, A. Perrig, and D. Johnson, “Packet leashes: farde against
(LEO) satellites [18], and the minimum distance bound on the wormhole attacks in wireless networks,” iRroc. the 22th IEEE Confer-

) P : ence on Computer Communications (INFOCOM;(08an Francisco, CA,
attacker’s proximity to a node holds, the attacker is fortmd Mar, 2003, pp. 19761986

have highly sophisticated hardware to avoid detectionnéfve [6] s.Capkun, L. Buttyan, and J. Hubaux, “SECTOR: Secure trackimpde
legitimate nodes have half-duplex radios. encounters in multi-hop wireless networks,” roc. the ACM Workshop

In Frequency Division Duplexing (FDD) networks, simulta- ggozecgg'%fjgd Hoc and Sensor Networks (SASNREdijfax, VA, Oct.

neous transmission and reception are possible, thatimege  [7] L. Hu and D. Evans, “Using directional antennas to prevenrmhole
nodes have full-duplex radios. FDD-WCDMA networks use this  attacks,” in Proc. the 11th Network and Distributed System Security

_ : Symposium (NDSS’04%an Diego, CA, Feb. 2004, pp. 131-141.
technology [19]. In such networks, = 0, and the attacker is [8] I. Khall, S. Bagchi, and N. B. Shroff, “LITEWORP: A lighteight

forced to have twice the radio capacity of normal users. countermeasure for the wormhole attack in multihop wierestworks,” in
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